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Abstract

In an information society the self is expressed, defined, and affected through and by information and information
technology. The boundaries between private and public become blurred. Privacy has therefore become more a class
of multifaceted interests than a single, unambiguous concept. However, the same technology that makes it easy to
share our personal information is also a danger: once our information has been shared it is difficult or even impossible

to maintain control over it.
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Introduction

The effect information technology has had on personal privacy
factors, the amount of data that can be collected; the speed at which
it can be exchanged, the length of time that the data can be retained;
and the kind of information that can be acquired. Privacy is a multi-
disciplinary issue and therefore has a variety of definitions. Concepts
such as secrecy, solitude, security, confidentiality, anonymity, liberty,
and autonomy, amongst others, are often viewed as part of privacy
[1]. Some argue that it can be distinguished and is distinctly separate
from these concepts, while others argue that it is integral with them.
The matter of its definition is also closely related to the issue of whether
privacy should be seen as a right or merely in terms of one or more
interests an individual may have. Westin defines privacy as the claim of
individuals, groups, or institutions to determine for themselves when,
how and to what extent information about them is communicated
to others. He went on to elaborate that in terms of social interaction,
privacy is the voluntary and temporary withdrawal of a person from
the general society through physical or psychological means. According
to him, people need privacy in order to adjust emotionally to inter-
personal interactions, and it is a dynamic process and a non-monotonic
function. Westin proposes four states of privacy: solitude, intimacy,
anonymity, and reserve. He also proposes four purposes of privacy
personal autonomy, emotional release, self-evaluation, and limited and
protected communication. Four views of privacy. Accessibility privacy,
also called physical privacy, is freedom from intrusion into one’s
physical space. Decisional privacy is freedom from interference with
one’s choices [2]. Psychological privacy, also known as mental privacy, is
the freedom of intrusion upon and interference with one’s thoughts and
personal identity. Finally, informational privacy is having control over
and being able to limit access to one’s personal information. It is this
view that is most relevant in the context of this article and we continue
by examining theories relevant to our discussion. Informational Privacy
Theories discusses two informational privacy theories: the reductionist
interpretation and owner ship based interpretation. According to the
reductionist interpretation, informational privacy is valuable because
it guards against undesirable consequences that may be caused by a
breach of privacy. The ownership-based interpretation has the view
that each person owns his or her information [3]. The theories are not
incompatible, but emphasize different aspects of informational privacy.
However, Though these two theories may be appropriate for privacy
in general, they may not be for informational privacy. He suggests that
most analyses of issues that affect informational privacy use variations
of the restricted access and control theories. According to the restricted
access theory, people have informational privacy when they are able
to limit or restrict others from access to information about them. To

do so, of privacy need to be established. In control theory, personal
choice is important and having privacy is directly linked to having
control over information about oneself. Despite their widespread use,
neither the restricted access theory nor the control theory provides a
satisfactory explanation of informational privacy, though each notes
something important about it [4]. A framework that attempts to merge
the important elements into a single theory is Restricted Access/Limited
Control theory. The RALC theory stresses that privacy and control are
separate concepts. Privacy is fundamentally about protection from
intrusion and information gathering by others. Individual control of
personal information, on the other hand, is part of the justification of
privacy and plays a role in the management of privacy.

Discussion

In the framework, a person has privacy in a particular situation
if he or she is protected from intrusion, interference and information
access by others [5]. Like the restricted access theory, it emphasizes the
importance of setting up zones that allow individuals to limit the access
others have to their information, and like the control theory, it also
recognizes the importance of individual control. However, it does not
build the concept of control into the definition of privacy, nor does it
require that individuals have full or absolute control over their personal
information in order to have privacy; instead, only limited controls are
needed to manage one’s privacy. More specifically, the individual has
control over choice, consent and correction: the individual needs to be
able to choose situations that offer others the desired level of access, for
example, to choose to waive the right to restrict others from accessing
certain kinds of information about him or her and the individual needs
to be able to access his or her information and correct it if necessary
[6]. There are numerous ethical issues around information, its existence
and use. Mason sums these up as privacy, accuracy, property, and
accessibility. Individuals face numerous complexities when considering
these questions while making decisions about privacy and whether or
not to share personal information. Numerous issues can arise from
the improper use or inadequate protection of consumers’ privacy
and the concern about these issues can further affect their decisions
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[7]. Four areas of consumer privacy concerns that are very similar
to improper access to personal information, unauthorized secondary
use of personal information, errors in personal information, and
collection of personal information. The problem with databases is not
that information collectors fail to compensate people for the proper
value of personal information. The problem is people’s lack of control,
their lack of knowledge about how data will be used in the future,
and their lack of participation in the process. Ensuring privacy is a
complex decision-making process and may differ from one individual
or instance to another. A variety of issues influence decisions regarding
privacy and can lead to inconsistencies and contradictions. Given
the multifaceted nature of privacy, maintains that its value may be
discussed only once its context has been specified. Context is defined
as “stimuli and phenomena that surround and thus exist in the
environment external to the individual, most often at a different level
of analysis. Four of the most frequently cited contexts for privacy and
privacy-related beliefs. The first is the type of information collected
from individuals. Some information is considered more sensitive than
others, and so, for instance, consumers are generally more willing to
provide demographic information than financial information. Second
is the use of information by a particular industry sector [8]. The third
is the political context whether or not privacy is viewed as a right, the
legislation governing privacy, the enforcement of these laws, and so on.
Finally, the fourth context is that of technological applications, which
can be used to either infringe upon privacy or enhance it. People are
often treated as highly rational agents, particularly in economic studies.
But accordingly, it is unreasonable to expect individuals to be rational
when making decisions about their own privacy. Even individuals
who genuinely want to protect their privacy may not do so because
of the many complexities hidden inside concepts that are difficult
to understand, as well as other factors that may affect both naive
and sophisticated users. Specifically, they will face three problems:
incomplete information, bounded rationality, and psychological
distortions. Economic transactions are often characterized by
incomplete or asymmetric information, where the different parties
involved in the transaction do not have the same information and
may be uncertain about certain facets of it. Parties can be differently
affected by risk and externalities, particularly the secondary use of
personal information that is, information passed on by the original
collector, an event over which the subject has no control [9]. Privacy
intrusion and protection are often bundled with other goods and
services. Costs can be monetary but also immaterial (such as switching
costs); benefits can be priced or intangible. Privacy calculus where the
individual weighs up the perceived likelihood and magnitude of risks
and benefits can be extremely difficult to perform because of all of
these issues. Bounded rationality refers to the inability to calculate and

compare the magnitudes of payoffs associated with various strategies
the individual may choose in privacy-sensitive situations [10]. It also
refers to the inability to process all the random information related to
risks and the probabilities of events that lead to privacy benefits and
costs. The rational man used in economics is assumed to always be
rational and has the ability to process all information; in reality, people
do not work this way. Often payoffs may only be determined through
actual experience.

Conclusion

In addition, many probability values may be almost entirely
subjective. Even if an individual has access to complete information
and could process all of it, he or she may still find it difficult to follow a
rational strategy because of psychological distortions that influence his
or her thinking.
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