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Introduction
It seems there was no proper definition of trustworthy until Mundie 

et al. [1] in 2002 raised the key questions of considering trust from the 
user’s point of view and brought this concept to public attention. In 
November 2003, Computing Research Association (CRA) sponsored 
its second “Grand Research Challenges in Computer Science and 
Engineering” conference to define technical and social challenges 
in trustworthy computing [2]. In March 2005, Microsoft revealed its 
approach of improving software trustworthiness [3] by depending on 
the Trustworthy Computing Security Development Lifecycle (SDL) 
to enhance software to withstand malicious attacks. One month later, 
the National Science Foundation (NSF) established the Cyber-security 
center TRUST led by University of California at Berkeley, to investigate 
key issues of computer trustworthiness [4]. The NSF continues to 
support trustworthy computing research and education programs 
throughout various resources and initiates.

Several researchers have studied the implementation of trustworthy 
systems [5-13]. However, we have observed that trustworthiness could 
not be achieved if there is no trusted integration of major network 
components. For instance, without trusted data, a system can’t be 
trusted to perform trustworthy computing.

The remainder of this paper is organized as follows: Section 2 
discusses the challenges in building a trustworthy network. Section 
3 introduces a novel trustworthy network model. Section 4 describes 
X-axis: countermeasures in the trustworthy model. Section 5 describes
Y-axis: trustworthy characteristics in the trustworthy model. Section
6 describes Z-axis: network components in the trustworthy model.
Section 7 concludes this paper and points out future work.

Challenges in Building a Trustworthy Network
There is no mature implementation of building a trustworthy 

network although the concept has been discussed more than ten years. 
We have observed that trustworthiness could not be achieved if there is 
no proper integration of major network components. Several examples 
are listed as follows.

• Difficulty in verifying network components: The biggest
challenge of the implementation is in verifying network
components to ensure they are capable of protecting security,
privacy, and reliability. Since hardware and software are
manufactured by various vendors across different countries,
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quality control relating to security, privacy, and reliability is 
very difficult to achieve. Vulnerabilities could exist in some of 
them and trigger threats. 

• Difficulty in administrating network components: In case
management relating to security, privacy, and reliability of
network components is guaranteed, vulnerabilities of the
network could be eliminated and trustworthiness of the network 
would be achieved. However, since network components
usually cross several different domains and are managed by
various administrations, the operation to ensure the protection
of network security, privacy, and reliability is very complicated
and difficult to achieve.

• Difficulty in protecting data crossing over different network
components: Although every network component could
implement its own mechanisms to protect network privacy,
security, and availability, there are some potential threats
could exist in the gap between two components. For instance,
the gap between hardware and software. Halderman et al.
[14] demonstrated a technology to bypass all disk encryption
methods.

To conquer challenges and make it possible to build a trustworthy 
network, there are some regulations and policies must be implemented. 
This is not easy when various network domains and components are 
involved. However, just like the ISO 9001, it would be doable while 
demands increase. 

Trustworthy Network Model
In this paper, we depict a novel trustworthy network model. Our 

approach is based on an observation that trustworthiness cannot be 
accomplished by technology or any countermeasure solely. It requires 
teamwork and needs to integrate every countermeasure together. 
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Meanwhile, every network component needs to be considered as a 
whole. 

The trustworthy network model used to enhance the 
implementation of a trustworthy network is shown as the Figure 1. 
We integrate countermeasures, trustworthy characteristics, and major 
network components into this model. 

This 3D model includes three axes and 75 cells (i.e., 5 x 3 x 5). 

•	 X-axis: This axis introduces five major network components 
({x1, x2, x3, x4, x5}): hardware, software, data, protocol, and 
people.

•	 Y-axis: This axis covers three countermeasures ({y1, y2, y3}): 
technology, education, and policy.

•	 Z-axis: This axis represents three trustworthy characteristics 
({z1, z2, z3}): security, privacy, and reliability. After thoroughly 
examining the security characteristic, we update this axis to 
five trustworthy characteristics ({z1, z2, z3, z4, z5}) since security 
could be achieved by enforcing confidentiality, integrity, and 
availability.

To interpret this model, let’s consider the instance: John is an IT 
staff in the ABC Company and responsible for developing a reliable 
framework in the company’s trustworthy network project. What kind 
of education background does he need to accomplish this task? 

To answer this question, let’s check with the trustworthy network 
model. Since John is IT staff, his education background needs to cover 
all five network components: {x1, x2, x3, x4, x5}, one countermeasure: 
{y2}, and one trustworthy characteristic: {z1}, it will need five cells (i.e., 
{x1, y2, z1} {x2, y2, z1} {x3, y2, z1} {x4, y2, z1} {x5, y2, z1}) to achieve his goal. 
Briefly, John needs to possess sufficient knowledge to enforce reliability 
in hardware, software, data, protocol, and people involving in the 
project. Therefore, to accomplish this trustworthy network project, the 
ABC Company needs to address all 75 cells.

X-Axis: Countermeasures

To build a trustworthy network, the protection of security, privacy, 

and reliability of major network components must be ensured. Many 
solutions have been proposed to improve the protection [5-13]. In 
general, they can be categorized into three types: technology, policy, 
and education.

•	 	Technology: Technical solutions, no matter hardware or 
software, relating to the protection of network security, privacy, 
and reliability are included in this category. For instances: 
hardware and software access control, intrusion detection, 
firewall, cryptosystem and tools, redundant systems. 

•	 	Policy: Policies are regulations and rules in the workplace 
relating to the protection of network security, privacy, and 
reliability. Policies binding to the expectations of employees 
perform as organization laws. These expectations including 
acceptable and unacceptable behaviors must be described in 
detail and distributed to all individuals who are agreed to comply 
with them. Once policies relating to the protection of network 
security, privacy, and reliability are issued. Administration in 
the organization must enforce them without doubt.

•	 	Education: Education includes formal and informal training 
programs relating to the protection of network security, privacy, 
and reliability. Employees involving in network security, 
privacy, and reliability operations must possess certain degrees 
and certificates addressed in the employment policy.

Y-Axis: Trustworthy characteristics

The main objective of building a trustworthy network is to ensure 
there is a network that is trusted to perform data acquisitions and 
transactions. This trust involving technology, policy, and education 
must be enforced to protect network security, privacy, and reliability. 

•	 	Security: The assessment of a security implementation is in 
the measurement of the degree of protecting information 
confidentiality, integrity, and availability. Metrics of assessing 
system components exhibiting properties intrinsically or 
extrinsically that matter security has been widely discussed 
[1,3,15-18]. Cryptography has served as the major security 
countermeasure to protect confidentiality, integrity, and 
availability of data along with those components which touch 
such data. Two approaches have articulated and promoted 
the original security metrics to more comprehensive level by 
adding more security countermeasures and characteristics: 
McCumber Cube [15,19] and Maconachy, et al. Information 
Assurance Model [16]. 

•	 The McCumber Cube is a three-dimension cube 
having three axes: (X-axis) Information States including 
storage, processing, and transmission; (Y-axis) Information 
Characteristics including confidentiality, integrity, and 
availability; and (Z-axis) Security Countermeasures including 
policy, education, and technology. It can be depicted as a 3 x 3 
x 3 cube with 27 cells. 

•	 The Maconachy, et al. Information Assurance Model 
adds two more security characteristics (i.e., authentication 
and non-repudiation) into Y-axis of the McCumber Cube and 
updates its Y-axis title from Information Characteristics to 
Security Services. The Maconachy, et al. Information Assurance 
Model includes 45 cells (i.e., 3 x 5 x 3) and can facilitate more 
security services than the McCumber Cube. 	

•	 Privacy: You shall gain control over your own information. 
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Figure 1: Trustworthy Network Model.
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Others involving in using your information shall adhere to 
fair information principles [1,17]. For instance, after receiving 
a treatment from your dentist, anyone working in the dentist 
office can not disclose your information to others who are not 
involved in this treatment without your permission. To protect 
privacy, enforcement of policy and education will be much 
more efficient than that of technology. Currently there is no 
clear framework that is able to enforce this requirement and 
conduct proper assessment without disrupting mutual trust 
between services provides and receivers. Several U.S. laws [19] 
have been issued to deal with this matter. 

•	 The Federal Privacy Act of 1974 regulates 
government agencies to hold information of individuals and 
businesses accountably if such information is released without 
permission. 

•	 The Electronic Communications Privacy Act of 
1986 regulates the interception of wire, electronic, and oral 
communications.

•	 The Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) regulates the collection, 
storage, and transmission of sensitive personal health care 
information.

•	 The Financial Service Modernization Act of 
Gramm-Leach-Bliley Act of 1999 regulates the usage of 
personal information facilitated by banks, insurance, and 
securities firms.

•	 Reliability: In brief, reliability means availability and 
correctness. Systems for providing services must be always 
available and correct and commit to fulfill every request from 
the legitimate users. This topic brings many challenges beyond 
current security deployments even when the most promising 
cryptographic system and security model are implemented. 
Therefore, an approach that considers redesigning the 
strategy of installing and deploying system components to 
accommodate all service interruptions no matter if they are 
known or unknown has to be accepted in any cost. For instance, 
electric power backup and redundant system, network backup 
and redundant system, computation backup and redundant 
system, storage backup and redundant system, software backup 
and redundant system. Another concern is correctness. It 
is very difficult to define correctness in the network system. 
However, if data integrity and secure operation are enforced, 
correctness would be accomplished.

Z-axis: Network components
To be a trustworthy network, major components in this network 

must be able to protect security, privacy, and reliability of data that 
are storing, transmitting, and processing in the network. These major 
components include hardware, software, data, protocol, and people. 

•	 	Hardware: Hardware is the physical technology that stores, 
processes, and transmits data; executes software; interacts with 
applications and operating systems; and compromises with 
protocols. Physical access control with appropriate policies 
and tools could protect hardware asset. Well certified hardware 
with redundant systems could protect hardware reliability. 
Unfortunately, there are still some issues related to data residing 
in the hardware could not be solved easily. For instance, a 
hacker could break in hardware though software vulnerability 

even through the physical security is well enforced. 

•	 	Software: The software component of the network includes 
operating systems, applications and utilities. Since state of 
software changes from time to time, it is perhaps the most 
difficult network component to be secured [19]. Vulnerabilities 
such as bugs, backdoors, etc. are in the software since the nature 
of software project management: short development cycle with 
limit time, budget, and manpower. These vulnerabilities could 
be mitigated by adopting secure coding mechanisms and using 
formal expressions to verify codes and functions in the software 
development phase. Unfortunately, software security is all too 
often implemented as an afterthought rather than developed 
as an integral component from the beginning [19]. A rapid 
and real time approach for fixing software vulnerabilities is 
emerging and should be enforced as well. Reliability is another 
issue that affects software trustworthiness. Software may crash 
and leads to service disruption since its vulnerabilities or 
hardware resource errors.

•	 	Data: the data component of the network indicates any form 
of information appearing in the network. Since it is the most 
valuable asset in the network, data processed, stored, and 
transmitted though the network must be protected. Data is 
virtually untouchable and can’t be useful without interactions 
with other network components. Therefore, the protection of 
data security, privacy, and reliability has to consider the entire 
network as a whole. 

•	 	Protocol: Protocol indicates criteria and mechanisms used in 
the network communication. There are hundreds of network 
protocols issued. Some embed with security functions (e.g., 
HTTPS, SSH, etc.) and are highly adopted. Some have 
vulnerabilities and (e.g., FTP, TELNET, etc.) will cause security 
breaches. Proper choice of protocols will significantly strengthen 
network security. Since most network communications are not 
carried out in the same network domain, protocol selection and 
verification may not be done efficiently. In fact, hackers may take 
advantages of those insecure protocols to gain administration 
privileges of the victims. 

•	 	People: We may often overlook this topic. People have always 
been a threat to the network security [19]. Unless policy, 
education, and technology are properly employed to prevent 
people from accidentally and intentionally damaging the 
network system, they will remain the weakest link. We have seen 
several instances of how a disloyal employee could lead to huge 
destructions of employer’s network systems. Administrative 
policies in job description, interview process, background 
check, employment contract, new hire orientation, on-the-job 
security training, performance evaluation, and job termination 
should be reviewed and updated carefully to prevent potential 
threats. 

Conclusions
In this paper, we discuss the challenges in building a trustworthy 

network and depict a novel trustworthy network model that is both 
scalable and interoperable with existing and future network architectures. 
We introduce countermeasures, trustworthy characteristics, and major 
network components into the trustworthy network model and describe 
their functions as well. In the future, assessment of every cell in the 
trustworthy network model will be conducted and analyzed.
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