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Introduction
The global community is confronting another damaging health 

epidemic. The Zika virus has spread more widely than the recent 
Ebola epidemic. The deadly impact of Ebola was mostly confined to 
three small, poor countries in West Africa and as at early 2016 was 
largely under control [1]. The 2014 Ebola virus disease epidemic in 
West Africa is the largest and most complex outbreak since the virus 
was first discovered in 1976. In contrast, the Zika virus threatens over 
2 billion people globally, with over 4 million cases projected for the 
Americas alone. Zika, like yellow fever, the Chikungunya virus, and 
dengue fever, is primarily spread by Aedes aegypti mosquitoes living 
with humans all over the tropical world. The virus and viral diseases can 
spread constitutes a significant global health and economic security risk 
there are no licensed Ebola vaccines. However, treatment for specific 
symptoms and early supportive care rehydration improves chances of 
survival. The World Bank Group estimates that the short- and long-term 
economic impact for Latin American and Caribbean countries of Zika 
will be a US $3.5 billion loss to Gross Domestic Products (GDP), with 
tourism-dependent countries particularly affected [2]. The Caribbean 
Tourism Organization estimates that a 2-4% decline in tourism would 
have a minimum adverse impact of $200-400 million [3].

There is a ticking time bomb in national health systems that no 
government is set up to deal with and to assist national and international 
efforts to control the spread of the disease, the largest risks. The global 
health security emerge from threats and epidemics and the healthcare 
costs rising faster than the growth in GDP that is needed to fix the health 
governance gaps that surround the WHO; support the International 

Health Regulations (IHR), 2005 and integrate antimicrobial resistance 
actions into national development plans [4]. Syndrome surveillance 
has been a core aspect of the meaningful use standards enforced by 
the Centres for Medicare and Medicaid Services, and electronic health 
records adoption is on the rise by as much as 55% and data remains 
unable to be utilized effectively for public health benefits [3,4].

Similarly, the early-2000s SARS epidemic is a good illustrator of 
information as one of the most critical tools in addressing any type 
of public health crisis. SARS coordinated multi-disciplinary response 
organised by the World Health Organization (WHO), working with 
country offices and with support from the Global Outbreak Alert 
and Response Network, yet SARS still had an estimated $50 billion 
impact [4]. SARS Cases spread like wildfire with more than 8,000 
people becoming infected globally over a three-year time frame. That 
number may have been substantially lower if information about new 
cases had been monitored and shared to get an accurate picture of 
the prevalence and spread of the disease. More recently, Ebola case in 
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Abstract
Increasing diversified world, era of international power diffusion and regionalisation as the world muddles through 

travel and trade to climate change requires promoting a more cohesive global regime to ameliorate the deficiencies in 
local and global 2013-2015 and 2015-2016 Ebola and Zika virus epidemics public health emergency of international 
concern respectively. Zika epidemics devastating and complex complications exposed the flaws in the global 
surveillance architecture to deal with cross-border health pandemics prevention and containment. This paper examines 
trade-off between technology-based data access and dissemination, Zika virus (ZIKV) epidemics complications and 
digital implications in care delivery solutions in pre-, during and post epidemics response and rebuilding. Our findings 
showed that IT-based health informatics and mobile applications are evolving and minimum global standards to open 
access and sharing of relevant epidemics data and information on risk communication. Public awareness and alertness, 
health promotion and education, counselling and guidelines on integrated syndrome surveillance and response were the 
most common goals and objectives during viral epidemics reduce and avert further transmission. The uses in healthcare 
services delivery, management, and planning was also documented and have played a critical role in raising awareness 
EVD and ZIKV travel restriction and delay pregnancy to women at reproductive age, effective use of personal protective 
equipment and cultural practices against EVD and ZIKV infections spread. Importantly, IT-based enhanced frontline 
improved collaborative data sharing and communication, coordinated response and recovery. The efficiency of IT-based 
data and information sharing and communication practices is of critical benefits for evidence informed early warning, 
social mobilization, advocacy, monitoring and evaluation capabilities. Mobile-based applications innovations during Zika 
and Ebola epidemics were very crucial for better evidence-based local and global preparedness and solutions to prevent 
and control epidemics impacts, promote shared benefits and economic growth.

Digital Technology and Mobile Applications Impact on Zika and Ebola 
Epidemics Data Sharing and Emergency Response
Tambo E1,2*, Kazienga A3, Talla M1, Chengho CF4 and Fotsing C1

1Africa Intelligence and Surveillance, Communication and Response (Africa DISCoR) Institute, Yaoundé, Cameroon
2Higher Institute of Health Sciences, Université des Montagnes, Bangangté, Cameroon
3Department of eHealth, Rome Business School, Rome, Italy 
4Department of Health and Life Sciences, University of Coventry, Leicester, UK

Journal of 
Health & Medical InformaticsJo

ur
na

l o
f H

ealth & Medical Inform
atics

ISSN: 2157-7420



Citation: Tambo E, Kazienga A, Talla M, Chengho CF, Fotsing C (2017) Digital Technology and Mobile Applications Impact on Zika and Ebola 
Epidemics Data Sharing and Emergency Response. J Health Med Informat 8: 254. doi: 10.4172/2157-7420.1000254

Page 2 of 7

J Health Med Inform, an open access journal
ISSN: 2157-7420 Volume 8 • Issue 2 • 1000254

control programs reductionist implementation and fast-tracking 
safe and efficacious Zika and Ebola more sensitive field or point of 
care diagnostic, safe and effective vaccine research and development 
[2,11]. Developing and implementing context specific awareness and 
education programs and activities to healthcare workers and providers, 
pregnant women and their family capacity and resilience capability. 
These are important in long term integrated programs sustainability 
and in improving our understanding of full epidemiology of reservoirs 
sources, mosquitoes transmission and spread, and laboratory testing; 
and supports better healthy living and wellbeing for low-income 
vulnerable populations mainly pregnant women in Zika and Ebola-
affected countries [12,13]. 

There is much that we do not yet know about Zika and Ebola 
survivors long-term impacts and its relationship to disability and poor 
health outcomes that are being reported in affected areas [1,3-5,13,14]. 
Robust and sustained financial resources and leadership commitment 
are needed to investigate reservoirs, immune response profile and 
evolving risk factors of these outbreaks (animal, environment, human 
interface), and much needed for evidence-based, programmatic 
and effective mitigation actions to the best extent possible. But 
also, bolstering digital applications potential and opportunities in 
accelerating local, national and global capacity development and 
capabilities to prevent, detect and respond to emerging and future 
(Zika, Ebola, flu, SARS) viruses threats and outbreaks [15].

The paper assesses the social media and digital-based applications 
impact in emerging Zika and Ebola epidemics, and advocates the need 
to leverage on recent digital technology advances to inform emerging 
threat and epidemic preparedness and rapid response decision making 
policy and resilient interventions.

Access to and use of social media and digital-based applications on 
Zika and Ebola epidemics data and information dissemination.

Zika virus epidemics similar to West Africa Ebola outbreak scourge 
that led to 11,325 death out of 28,657 cases has emerged as contemporary 
emerging viral diseases of global public health importance requiring 
urgent partnership and resources mobilization to prevent, control and 
contain the horror [16]. Addressing the dreadful epidemics impact 
on health and economic requires innovative capabilities to support 
health systems and frontline workforce, in fostering continuous risk 
communication and awareness for timely decision making policies, 
readiness and rapid response interventions strategies improvements 
and frontline such as enhanced ICT-based and social media applications 
benefits [2,7,17]. Real time, comprehensive and reliable access to and 
advocacy for use of Zika virus epidemics data and information can 
be very timely in risk identification, magnitude of transmission and 
spread within and between populations, early community alertness 
and awareness, risk communication, prognosis and early warning, 
social mobilization and community engagement. 

Zika and Ebola epidemics data and information sharing have been 
very useful to governments, frontline humanitarian agencies and other 
stakeholders in logistics, priorities setting, timely real time rescue or 
support system and contingency measures [3,16]. But also assist in 
mapping geographical spread and dynamics, education and training. 
IT-based quality control, monitoring and evaluation on the pattern 
and trend of instructions and guidelines impact and innovations, 
understanding of infection source (s) including Aedes mosquito bite, 
blood transfusion from infected blood products, unprotected sexual 
intercourse with infected person, Zika virus transmission dynamics and 
spread as well as coverage performance and effectiveness of preventive 

Texas, US illustrated a public health worker as unprepared to act on 
access to a hospital’s electronic health records containing information 
about the patient’s travels that could have resulted in immediate action, 
while simultaneously maintaining the privacy of pertinent patient 
data. Likewise, the most severely affected countries by widespread 
Ebola virus transmission include Guinea, Liberia, and Sierra Leone. 
These countries currently have very weak health systems with limited 
resources to effectively treat sick patients, and curb the spread as 
a Public Health Emergency of International Concern under the 
International Health Regulations, 2005. The rapid spread of the virus 
has triggered a response from organizations, politicians, researchers, 
healthcare workers, and volunteers worldwide in ensuring healthy lives 
and promoting wellbeing for future generations [5]. 

Information and communication Technologies (ICTs) ICTs 
help support effective outbreak surveillance and control strategies, 
including but not limited to, contact tracing, social mobilization, 
mapping, communication, monitoring, and response [4,5]. It also 
can assist national and international efforts to control the spread of 
the disease, have played, and continue to play a critical role in raising 
awareness about Ebola, prevent the spread of the disease, and support 
the role of frontline healthcare workers by providing better means to 
communicate simple, trustful and reliable instructions and information 
[6]. In such innovative approaches that connect biomedical and social 
sciences, that are community-based, and that use new technology that 
proactively forecast/anticipate, detect, and respond to current and 
emerging threats, while providing primary healthcare coverage for 
all. Full spectrum of promotion of national health systems prevention, 
treatment, and care services in an inclusive way that provides equal 
access and brings new opportunities and benefits to personalized 
medicine, technology and social practices to a globalised world 
[6,7]. However, digital innovations during and post-Zika and Ebola 
outbreak continue to be developed; unforeseen consequences should 
be tackled promptly [5,6]. Ethical, legal and medical issues associated 
Zika complications and use of compassionated serum treatment 
during Ebola or deployment of military forces in vector breeding sites 
ablation, care delivery and human protection have been reported and 
patient/survivors rights considerations that emerge from international 
Zika and Ebola response have also been documented in affected areas 
in West Africa Ebola, or Zika epidemics in Brazil, Cuba, The America 
and Colombia [2,3,6,8]. Nevertheless, limited attention has been given 
to ethical ICT access and use considerations during and post Zika 
and Ebola epidemics particularly leveraging on digital applications 
implications on future epidemics while rapid development and growth 
[6,8].

Still, there is lack of uncovered a host of barriers and obstacles to 
effective use of information, including the complexity and usability 
of the software, the inability of the software to support certain unique 
public health reporting needs, the learning curve for public health 
workers, and the lack of standards for effective data exchange, guidance 
to effectively strategize about appropriate ICT-innovations investments 
and current Zika epidemics crisis incidents and forefront data and 
information sharing systems as front-line safety and protection of 
affected communities or vulnerable populations against emerging 
epidemics impact relies on seamless information sharing, global 
leadership commitment and investment [9,10].

Mobilizing joint financial resources in building digital epidemics 
platform, preparedness and response to support essential public health 
program and strategies is crucial to combating these deathly emerging 
viruses. Moreover, in strengthening Aedes mosquito and great-apes 



Citation: Tambo E, Kazienga A, Talla M, Chengho CF, Fotsing C (2017) Digital Technology and Mobile Applications Impact on Zika and Ebola 
Epidemics Data Sharing and Emergency Response. J Health Med Informat 8: 254. doi: 10.4172/2157-7420.1000254

Page 3 of 7

J Health Med Inform, an open access journal
ISSN: 2157-7420 Volume 8 • Issue 2 • 1000254

and treatment care delivery or effective response strategy in these 
recent epidemics through various IT applications [6,18]. For example 
Zika epidemics-related Twitter incidence showed that User-generated 
contents sites were preferred direct information channels rather than 
those of the government authorities including societal impact of the 
outbreak; government, public and private sector, and general public 
responses to the outbreak; pregnancy negative health consequences 
related to pregnant women and babies outcomes, microcephaly and 
neurological syndrome; transmission routes; and new case reports 
[3,5,9,17]. A recent published paper on Zika epidemics have shown 
that the public showed more concern about the complications or 
consequences it had for women and babies, whereas WHO and CDC 
increased Zika epidemics guidelines and precautionary measures for 
women at child bearing information, awareness and active education. 
Whereas, another study showed such approach that tends to be episodic 
and ephemeral rather than coherent, comprehensive and sustained by 
all stakeholders over time [19,20]. Public authority announcements can 
give the importance of trust and credibility for information acceptance 
using Google Trends. Time series data can reflect autocorrelation that 
makes observed relationships spurious, interpretations of results suggest 
that news coverage of public health authority announcements opens 
brief windows of information sharing, engagement, and searching that 
offer opportunities to address perceptions and provide preparation 
and vector control recommendations, but not generalize beyond the 
initial stages of Zika, complications, country or affected groups. Ebola 
and Zika epidemics behaviour and social media interactions tended to 
respond to news, intensity of the coverage, especially reactions health 
issues [5,10,13,21].

Applications of social media, crowding and digital internet-
based networks is crucial in mapping and early warning alert enables 
communities awareness and vigilance to handle alert instructions, 
preventive and management guidelines in future unexpected epidemics 
events. Such interactive and real time social mobilization, information 
via social media; SMS and internet-based information sharing 
enables individuals, patient groups or survivors and communities 
to understand epidemics and transmission dynamics, safety and 
precautionary measures to exposure, pathology and actions in control 
[2,8-10,13,14]. Proactive prevention and recovery approaches on from 
mobile applications information regarding these emerging outbreaks 
from humanitarian organizations, NGOs, healthcare workers, health 
professionals and communities are needed. In addition, the usefulness 
of mobile mapping, satellite images and drones were important in 
both epidemics in understanding the transmission dynamics or 
spread of vector or reservoir, contact tracing and tracking patients, 
population/animal (bats) movement and migration, thus leveraging 
on ICT advancements in real time and interactive data collection for 
evidence-driven decision making and early warning alert and resilience 
[9,10,14,21]. Furthermore, digital or mobile payment and finance 
transactions have been used in accepting donations from contributors 
and communication, in frontline healthcare workers, care providers 
and humanitarian logistics, tele-consulting and online tutorials, 
literacy and interactive feedbacks at all levels in West Africa Ebola and 
The Caribbean Zika epidemics affected areas including remote rural 
settings (Table 1).

Addressing ethical, social and medical viral epidemics response 
with ICT-based applications innovations. Increasing reliance on 
ICT-innovations and technologies and tools resulting access and use 
inequities have been documented mainly in remotes rural communities, 
low literacy and vulnerable populations as reported in Zika epidemics 
in rural settings in Brazil and Colombia to rural communities in West 

Africa Ebola outbreaks [1,2]. Keeping the existing community and 
public informed about updates and mitigation wider reach through 
SMS and internet-based applications, social media engagement and 
participation individuals from remote rural communities. Moreover, 
to sharing objective and true journalism on burial practices on Ebola 
spread, monitoring closed circuit and other mass media surveillance 
data and information access and uptake against Zika and Ebola 
epidemics in high- and low risk zones and cross-borders entries ports, 
patients, individuals and collective displacement tracing, tracking and 
monitoring [9,14,19,20].

Social media has also been the source of misinformation and stigma 
related to Zika and Ebola outbreaks. In October 2014, the University 
of Minnesota posted on Twitter that Ebola can be transmitted through 
the air. Several businesses have also used social media to advertise 
and sell products that they claim will provide consumers the same 
protection that is similar to what healthcare providers get in Zika and 
Ebola high risk zones [20,22-24]. For examples, sensitive and unethical 
images and images of suffering may also be displayed using social 
media. A YouTube video uploaded by the New York Times entitled 
“Ebola Virus Outbreak 2014 which has been viewed over 1.5 million 
times as of April 26, 2015 showed a young man dying from Ebola 
outside a healthcare facility in West Africa. At the end of the video, the 
father of the young man is shown walking away with cash in his hand, 
which has led commenters to believe the video is a dramatization or 
propaganda [16,20,25]. Therefore, social media misinformation, fear 
mongering and information abuse does not only lead to lack of trust 
in government and health officials, but may desensitize individuals to 
the severity of the virus. This can lead to people not taking proper 
safety and precautionary measures when travelling, and reaching out 
adequate guidelines and traveller update in emergency epidemics 
[2,7,26,27]. Such patient or uncertified images of suffering and 
display of Ebola patients in the media also raises questions regarding 
informed consent, dignity and privacy. While certain organizations 
have cautioned people against putting themselves in danger to collect 
footage, many media organizations do not emphasize the importance 
of ethical practice, patient dignity, seeking informed consent process 
and ethical clearance [19,26].

For those who do not have access to mobile phones, such as the 
most poor or marginalized populations may be less likely to receive 
needed information or assistance. Furthermore, in cases where 
organizational or outreach decisions are based on electronic data as 
seen with Radar or Health Map-the most vulnerable persons in the 
community may be neglected and their needs not taken into account 
[28-30]. One of the biggest issues that emerged with the Ebola and 
Zika epidemic was the amount of inaccurate information (lack or little 
evidence) disseminated on social media that rose public fear mongering 
and mistrust, stigma and spams became common with open channels 
such as Facebook, Twitter and other social media networks [30]. This 
situation may diminish trust for healthcare workers and government. 
Important public health messages may become lost or overlooked with 
all the other information available. For example, in 2014, a rumour 
spread via Twitter that drinking copious amounts of salt water cures 
Ebola lead to two deaths in Nigeria [8,11].

Using mobile applications as means of communication also raises 
ethical, medical and legal issues regarding personal data security, 
privacy and confidentiality as individuals become more connected 
via the internet and technology [11,31,32]. Digital applications access 
and uptake ethics and rights principles adherence via open channels 
(e.g. Tweeting, public image-sharing websites, public forums), and 
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individuals posting sensitive information laws and regulations and 
guidelines should be strengthening in averting potential Ebola and 
Zika short and long-term threat and complications in future Ebola and 
Zika epidemics [3,19,23]. 

Value of digital-based applications on epidemics and emergency 
humanitarian assistance and response. The identification and response 
to epidemics is increasingly influenced by digital and mobile-based 
technology. In turn, the development of new digital technologies and 
applications is influenced by how we share, respond to, and disseminate 
information during public health emergencies. There is little doubt 
that ICTs have positively impacted the ways in which decision-making 
policy and partnerships in resources mobilization, humanitarian aid 
workers, health workers, and people around the globe have addressed 
issues that arise with the Zika and Ebola epidemics [1,4,23]. Factors 
that were previously seen as barriers, such as information wider reach 
for all, real time health and epidemics literacy, online solutions and 
social mobilization and participation to the community have now 
being leveraged and optimized through advances digital technology 
access, acceptance and use. Previous studies have reported that the 
complexity level to prevent and respond to the Ebola and Zika virus 
epidemics events is due to the remoteness, underserved and culturally 
affected populations and weak health systems access and coverage 
inequities [9,10,19,20].

However, ICTs have globally changed the way in which people 
communicate, and organizations like Radar (http://www.onourradar.
org/) are evidence of how SMS mobile-phones or internet-based 
technology can serve to help those even in remote or rural locations 
[16,18]. Radar, mobile and web-based solutions given to policy makers, 
service providers, and the public can provide timely information 
dissemination, affordable and effective ways to understand and engage 
with marginalized o communities [33]. Nowadays, populations which 
were previously marginalized or particularly remotely vulnerable 
to infectious diseases and epidemics now have a voice in the global 
community and access to reliable healthcare advice and resources. These 
tools can assist in tracking and tracing of some major outbreaks with 
real time mapping that allows for quicker response, as demonstrated 
by HealthMap for the Ebola outbreak (http://www.healthmap.org/

en/) and Zika websites [9,10,19,20,34,35]. The HealthMap developed 
by a team of researchers, epidemiologists, and software designers 
at Boston Children’s Hospital was used to detect Ebola and use for 
online informal sources, to monitor disease outbreak and real-time 
surveillance. Maps accuracies were also increased for timely responses, 
as demonstrated by the Humanitarian Open Street Map Team (HOT) 
[9,34,35]. Organizations such as Medicines Sans Frontiers (MSF), Red 
Cross, and CartONG work closely with HOT to coordinate mapping 
and deliver maps to field workers for a detailed and accurate depiction 
of remote regions (http://hotosm.org). When a major disaster or 
emergency strikes, the HOT gathers a large network of volunteers to 
create online maps that allow responds to reach those in need. These 
maps help workers to better navigate and accurately deliver healthcare 
in foreign places. 

Accuracy and validity may also increase by using technology to 
transfer health information, as seen with the Health Worker Electronic 
Response and Outreach (mHero) app, instead of using paper or word 
of mouth. Electronic delivery of health information via social media, 
SMS, or mobile apps allows the receiver to identify whether or not the 
source is valid [35-37]. Though ICTs have increased accuracy, efficiency, 
validity, and empowerment in some respects there are still numerous 
ethical issues that emerge from using ICT for Ebola response. Social 
media could also be the root of a lot of stigmatization, misinformation, 
misperceptions and fear mongering, to Ebola and Zika complications 
survivors, frontline bottlenecks and global community late response 
issues [19]. In October 2014, a Liberian-American woman filmed a 
video addressing stigmatization of people of African descent due to 
misinformation about Ebola. The video features a woman with a slogan 
that says “I am a Liberian, not a virus. She became the first person to 
start a widespread internet campaign to address Ebola virus infection 
complication related stigmatization and disability impact on affected 
families and populations [38]. 

Implications of digital technologies and applications on emerging 
threats and epidemics.

Better and timely public communication and engagement 
strategies are critical to effective outbreak control. ICT and social 

Potential digital use in epidemics Technology and tools applications Implications and impact

 Surveillance, tracing and tracking, mapping and Early 
warning

Social media, Digital Network Diagrams & Maps, 
crowding
Mobile mapping, CDRs, Satellite images, Drones

Preparedness, instructions and guidelines, individuals 
and communities mobilization, engagement ad 
participation
Contact tracing, data-driven decision making frontline 
action, early warning, population movement

Social Mobilization, participation and resilience Social Media, SMS & IVSS 
Enables individuals and communities to
 understand epidemic risk and initiation action for 
recovery

Data and information access, reporting, sharing and 
dissemination Mobile Apps, Social Media, SMS Sharing information regarding the outbreak between 

healthcare workers

Advocacy and mitigation outreach to wider population SMS, Mobile Apps, social media

Mobilization, alert, instructions and advice
Communities engagement on disease and actions, 
allows individuals in remote communities to shared 
anecdotal and positive journalism

Risk communication and rebuilding trust and 
confidence to the affected communities Social media, Tele-consulting Patients can communicate with family and friends, 

healthcare workers can communicate with patient

Reimbursements, incentivation payments and financial 
management SMS, Mobile apps

Reimbursement, microcredit or insurance inquiries, 
Paying healthcare workers, accepting donations from 
contributors

Training care providers and field health workers 
empowerment SMS, mobile apps, webinars, and online tutorials Efficiently train new healthcare staff, keep existing staff 

informed about updates

Monitoring and evaluation Closed Circuit social media, internet, thermal cameras Circuit social media, internet, TV, migration cameras 
Surveillance of patients monitoring 

Table 1: ICT applications and tools usefulness and impact on Zika and Ebola epidemics worldwide.

http://www.onourradar.org/
http://www.onourradar.org/
http://www.healthmap.org/en/
http://www.healthmap.org/en/
http://hotosm.org
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media users to be mindful of the source of the information they 
refer to information. Governments and organizations can also take 
steps to better communication by taking simple steps such as getting 
‘verified’ accounts on social media platforms. Creating effective 
communication strategies will ensure that people get correct, 
updated, and valid information regarding outbreaks. Reliable and 
valid information can work to reduce stigmatization, fear, and 
anxiety among the public. Software developers and tech industry 
experts should work to ensure safe and secure data sharing. It is 
difficult to reduce the amount of information overload and ‘noise’ 
online as no one can control all mobile and internet dialogue and 
information dissemination [39-44]. 

Both prudential, ethics and moral responsibility to actively 
participate in coordinated global response to public health emergencies 
wherever they arise requires both justice and prudence in combating 
the Zika and Ebola devastating outbreaks [4,9]. Recognizing 
humanitarian obligations and ability of infectious diseases to travel in 
our interconnected world, ethics and enlightened interest is required to 
address epidemics at their source. While the Zika and Ebola outbreak 
has triggered The Bioethics Commission to recommend several targeted 
policy and research design suggestions, there is currently no policy 
presented anywhere that directly address the ethical issues that emerge 
from using ICT during epidemic response [45]. This will tackle the 
issues of security and privacy that emerge from using ICT as a means 
of communication during epidemics. Developers of online training 
modules and tutorials, mobile apps, and SMS should also work to 
ensure that the trainee gets ethics training on how to treat others during 
healthcare interventions [6,11,19]. For example, asking for consent, or 
informing a patient that they are being monitored via closed circuit 
TV demonstrates virtues of patient dignity and respect. There is also 
debate about the use of drones for humanitarian aid purposes, as they 
may be confused with military practices and war. In fact, articles and 
media outlets have frequently referred to Ebola using military imagery 
deeming it as “The War on Ebola” and describing drones as learning 
machines [15,29]. Ethics of ICT Use for Ebola epidemic humanitarian 
aid purposes, community engagement, community consultation, 
engaging community leaders, and transparency are critical to avoid 
confusion and miscomprehensions and misconceptions, while 
building trust and resilience [1,20,27]. Ethical use of ICT on Zika and 
Ebola epidemics response becomes critical and also to discuss the 
broader implications of using ICT for future emerging epidemics and 
public health emergencies, communication and effective community 
involvement, and benefits for healthy lives and wellbeing. During Ebola 
outbreak, the use of ICT technologies for humanitarian response and 
awareness and social mobilization and engagement was topical and 
has ignited much ethical, medical and legal discussions and debates on 
infectious disease outbreaks that was becoming increasingly common 
in Zika virus epidemics at the 2014 Technology Salon in Washington, 
DC, USA (http://technologysalon.org/) [34,35]. 

Building local early social media, digital maps, and network 
diagrams are key technologies that have been used to achieve early 
warning during the Ebola epidemic mapping works to impede public 
health emergencies and allows individuals to prepare for an outbreak 
[8,26,27,46,47]. Ethics and security in ICT access and use during and 
post-epidemic public health emergency surveillance and monitoring 
of formal and informal sources of social media channels such as blog 
posts and tweets need to be strengthened in most epidemics prone 
countries [28,35,36]. The HealthMap initiative gained much attention 
since it detected the Ebola outbreak nine days before the WHO formally 
announced the epidemic similar to Online real-time network diagrams 

such as the GDELT Project that also used informal online sources 
to geographically pinpoint where natural disasters or epidemics are 
occurring far before it was formally announced [35,36,48].

Effective social mobilization empowerment via supportive 
messaging, short message service (SMS) and Intelligence Voice 
Response Systems (IVSS) on safety and preventive measures, care 
seeking treatment and use of protective equipment during safe burial 
practices and hospital or Ebola centre infection prevention in Sierra 
Leone and Guinea were used and foster and enhance individual and 
communities participation and building trust and communities 
recovery resilience from Ebola outbreak [49]. Access and use of free 
hotline was also used through IVSS to deliver information regarding 
Ebola virus prevention strategies. Furthermore, social media was used 
to educate and inform the public regarding the Ebola 2014 outbreak. 
Trending hash tags were also popular in parts of Africa during July 
2014 to protect and prevent oneself from getting infected [46,48]. 
Similarly, during Zika outbreak, the Centre for Disease and Control 
(CDC) and WHO-PAHO used social media websites such as Twitter 
and Flickr to educate healthcare workers on how to protect themselves 
and how to isolate suspected Ebola or Zika patients’ referral systems. 
WHO- regional centres (AFRO, PAHO, and EMRO) and CDC 
provided numerous Zika guidelines and update information posters 
online sharing on social media, via mobile phones, or printed on paper 
materials on both epidemics. Addressing persistent EVD or ZIKV in 
semen or blood products or potential break milk in survivors screening 
and point of care testing coupled with counselling to promote safer 
sex practices, including reproductive health, condom provision and 
instructions, and enabled referral for other health problems that 
survivors might encounter as potential viral reservoirs [1,3,9,49,50]. 
Establishment of continuous of local surveillance program is needed 
to expand and to provide access and uptake to counselling and 
psychosocial support to Ebola and ZIKV complications survivors and 
family, in boosting sexual and reproductive health, increase abstinence 
and condom use in recovery process. For example in Liberia, men’s 
health screening program represents an important progress toward 
addressing the challenges in an integrated fashion and opportunity 
for strengthening health systems that must sufficiently plan rebuilding 
post-Ebola programs [46,51].

Information sharing for the context of this paper refers to the type 
of information that is shared between actors involved in the Ebola 
response. Technologies used most frequently to share information 
include mobile applications, social media, televideo consulting 
and SMS services [3,5]. For example, a popular application used by 
frontline health workers is the Health Worker Electronic Response 
and Outreach app (mHero). mHero was used for the collection of 
four concurrently running dominant open software systems: DHIS2, 
RapidPro, Data Coordination Platform (DCP) and iHRIS in contrast 
to ClinPak in increasing Ebola awareness and communication in 
Nigeria [23,24]. Although, these applications are currently under rapid 
development, however it has been used during the Ebola outbreak 
for various tasks, including health worker information coordination, 
surveillance and reporting, training, real-time human notifications, 
real-time notifications regarding stock-outs in certain areas, laboratory 
results reporting and tracking. Social media websites such as Twitter, 
blog posts, Facebook, and image-sharing websites have been used 
to deliver messages between actors involved in the Ebola response 
[16,18]. Another example, CDC launched Twitter chat for healthcare 
workers information sharing and social media SMS responding to the 
Ebola outbreak. Various other digital tools on frontline SMS-based 
risk analysis were tested and also help collect and disseminate relevant 

http://technologysalon.org/
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information through mobile phones to frontline humanitarian Red 
Cross healthcare workers and other stakeholders during West Africa 
Ebola [40,41].

Mapping is one key area for Ebola response as it helps in contact 
tracing, data-driven decision making, and early warning. Maps help 
identify population displacement and the spread of the disease so that 
appropriate interventions can be implemented at the right places, at the 
right times [9,15]. HealthMap has also been used for short term outbreak 
projections. HealthMap is not the only infectious disease surveillance 
site. Various other maps have been developed by collecting data from 
mobile phones [23,24]. Newer technologies that have been used to 
create maps for the Zika and Ebola outbreak geographical distribution 
mapping that is a result of data collected from epidemiological, clinical 
and genomic operational research. HealthMap uses a text processing 
algorithm to collect data about the spread of Ebola [31,43]. Call Data 
Record (CDR) maps inform epidemiologists about the location and 
type of message being delivered, the identity of the caller and the exact 
location of the person who answered the call to build detailed maps of 
where people are located, where they are moving to not only inform 
government about population movement, but shape the nature and 
location of public health interventions [45,47]. 

Communicating with those who have come in contact with Ebola 
can happen via telephone hotlines, video tele-consulting, SMS, social 
media, or mobile apps. ICTs help healthcare workers collect patient 
information, as well as allow the patient to contact family and friends. 
As discussed in previous categories, SMS is used to send public health 
messages to individuals in West Africa. Hotlines can be called for 
information where an operator or IVSS answers the call [29,41,46]. 
Furthermore, social media use as a back-and-forth communication 
channel has been particularly strong for the Ebola outbreak. For 
example, as of October 2014, 1.3 million tweets regarding Ebola have 
come out of Liberia, Nigeria, Serra Leone, and Guinea [27,28,29]. Real 
time video, face-to-screen calls and communication have been used by 
Ebola patients both in North America as well as West Africa, via secure 
video calls, a patient in an isolation unit is able to communicate with 
healthcare workers, family, and friends. Computer programs such as 
Facebook, Vidyo and VSee allowed high-definition video telemedicine 
or health information platform during Zika and Ebola outbreaks 
[34,36,49,50]. These various internet and social media methods and 
applications have been used to train health workers and volunteers 
to effectively deal with the Zika and Ebola outbreak. SMS-, mobile-
based applications, webinars, and online tutorials are used to facilitate 
patient-providers access, eLearning courses and literacy training, 
timely information in improving security and performance-oriented 
multilayers response [46,49-52]. 

Conclusion 
Coordinated investment on improved digital innovations on 

threats and epidemics forecasting and rapid response offers a host of 
potential opportunities and benefits, but also raise significant ethical, 
legal and medical issues ranging from stigmatization, informed 
consent, lack of trust, security, privacy, inaccuracy, images of suffering, 
and inequalities in access and use. The reliance and increased digital 
access to and use of on data and information storage, sharing and/
or dissemination applications requires better and contextual ethical 
and medical preparedness for existing and future epidemics potential 
complications at all levels. Lessons learned and experiences from West 
Africa Ebola epidemics HealthMap, mobile phone-based applications 
surveillance and monitoring, other social media and internet 

emergency education and risk communication response to future Zika 
and Ebola epidemics prevention and containment. These can serve as 
foundation for evidence-based local and regional digital public health 
preparedness and emergency response adoption and implementation 
to policy makers, governments, the general public, healthcare 
workers and professionals, and journalists. Fostering evidence-based, 
comprehensive, cost-effective and real-time frontline digitalization of 
humanitarian emergencies innovations in strengthening communities’ 
epidemics response and interventions in future epidemics priorities, 
health systems preparedness and emergency action plans in achieving 
the 2030 Sustainable Development Goals. 
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