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Abstract

This paper introduces remarkable achievement in theory on non-orthogonal state in quantum optics that can
describe macroscopic quantum effect, and gives a survey of theorems in quantum information science based on
non-orthogonal state. Then it is shown that these provide potential applications to Quantum Methodology such as
quantum reading, quantum imaging and to Quantum Enigma Cipher which is a general model of physical cipher.
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Introduction

Non-orthogonal quantum states in infinite dimensional space
are playing a special role in foundation of quantum mechanics. For
example, the Gaussian state is a typical state that was considered at
beginning of history of quantum theory. The explicit importance
of Gaussian quantum states such as coherent state was certified by
Glauber [1], Sudarshan et al. [2] in quantum optics for understanding
a nature of laser. More progress has been given by Yuen [3] who
discovered a special properties of generalized coherent state known
as two-photon coherent state (squeezed state), and a method to verify
them experimentally, and its applications were opened up by Hirota [4]
and Shapiro [5]. Then entanglement of non-orthogonal quantum state
such as two-mode squeezed state and quasi-Bell entangled coherent
state [6] stimulate another interesting subject in physics.

On the other hand, many fundamental theorems in quantum
information science were developed based on non-orthogonal
quantum state. In fact, a problem of discrimination of non-orthogonal
quantum states through quantum measurement, that was pioneered
by Helstrom [7], is a typical example. To formulate quantum
communication theory, several researchers generalized from Bayes
criterion to Neyman-Peason , Minimax criteria, and Shannon mutual
information which play different roles in each other. Thus, theory of
non-orthogonal state is a foundation for quantum information science.

In this paper, I describe a survey of theory of non-orthogonal
quantum state in the sections ITand III, and discuss a generation method
for such states including entangled coherent state and Schrodinger cat
state in the section IV.

Then progress of a basic theory for quantum information science
such as quantum communication theory is introduced. In the section
VI, I discuss potential applications of theoretical achievements on
non-orthogonal quantum state to Quantum Methodology such as
quantum illumination, quantum reading and quantum imaging.
These performances in a real situation may be drastically improved by
entangled state based on infinite dimensional state. Furthermore, it will
be suggested for future works that quantum imaging has a potential of
a real application for a new type of camera by connecting the original
theory and Volterra-Wiener theory. In the section VII, the concept of
a new physical cipher so called Quantum Enigma Cipher is described,
in which the security is ensured by a combination of a mathematical
encryption and physical randomization of its ciphertext.

Basis of Quantum Optics
Quantum optical field

Glauber unified a formulation on classical and quantum optical
field that is described by

1 d’E(r,t)
V2E(r,t) = ——22 1
(=20 (1)
where the electric field is given by
N, haoy it
E(”,t):l;(ﬁa:;)l/z[akuk(r)e C—au (r)e™ ] @)

Here uk (r) is mode function. This mode is called Q-mode which
corresponds to infinite dimensional Hilbert space H,. Observables in
the mode are described by photon annihilation and creation operators
as follows:

a=(X.+iX;)
a' =(X. -iX,) (3
where [a,,a]]=6, .
The quantum state is a vector in the space H..
|¥>€ H
[I1¥>]|=1 4)
where whole state vectors are normalized.
Basic states of Q-mode

Since Q-mode means an infinite dimensional Hilbert space, the
state vector is represented by a linear superposition of orthonormal
vector such as Fock state [n>. The representative state is a coherent state
which was discussed by Glauber [1] to explain coherence property of
laser light. Then coherent state is given

ala>=ala>
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"
|a>=za—'ef“’"z’z |n> (5)

~ n!
where
a=<ala|la>=<X,>+i<X >
|aP=<n>=<a|a'a|a> (6)
The coherent state is a typical example of the non-orthogonal state
in Q-mode as follows:

1 1 ) s
<ala,>= exp(75| a, § 75|al I +aa,) (7)

This provides the over completeness in the space such as
l.|.\05><0z\a120:=1 (8)
v

Where I is the identity operator on H,. Another example of the
basic state is so called Two-photon coherent state (Squeezed state)
[3,8]. Let us define the following operator b pa va', |uf —|vP=1.
Then two-photon coherent state is given

b|p>=plB>, ) €)

1V on B Gt (10)
> = —)""H,(——=)e ‘o n>
| B>, Z n!,u(Z/l) ('_uv) \
where

f=<al|bla>= pa+va’

a=pp — vp* (11)
and this is non-orthogonal state as follows:
<BI1B>70 (12)

In addition, it also provides over completeness

L1p>,<piarp=1 (13)
T
where I is the identity operator.

Glauber-Sudarshan representation

The Galuber-Sudarshan representation is for describing the phase
space distribution of a quantum system in the phase space formulation.
It provides useful applications in laser theory and especially coherence
theory, and given as follows [1,2]:

Pos = _[P(a)la ><oa|d’a

2)=[<al ' > P(ayda (14)
First order mutual coherence function is defined as follows:
G'(17,15,7) = Tr{posE" (1,1 E(13,1,)} (15)

Higher order mutual coherence function can also be defined. Here
we give the second order mutual coherence function.

G*(r,1,,7)

= Tr{pGSE%(rl’t])Ef(rzvtz)E(rz’tz)E(rptl)} (16)

In the subsequent sections, I will provide useful applications of the
above theories.

Entanglement of Q-mode
Basis of entanglement

Entanglement and its information-theoretic aspects have been
studied by many authors [9-13]. Here I give a short survey of the
theory of entanglement that I will later apply to quasi-Bell states. For

a pure entangled state of a bipartite system |¥),;, the measure of
entanglement defined as [9,14]:

E, (V) 5)=-Tr,plogp,,

is called “entropy of entanglement”. This quantity enjoys two kinds
of information-theoretic interpretations. One is that E () gives the
entanglement of formation, which is defined as the asymptotic number
k of standard singlet states required to faithfully locally prepare n
identical copies of a system in the bipartite state | ¥),; for very large k
and n. The other is that E () gives the amount of distillable entanglement,
which is the asymptotic number of singlets k that can be distilled from
n identical copies of |'¥) 5 . With either of these definitions of k and n,
E, () satisfies

Py =Try W) (Y, 17)

k
lim —=E,(1'Y) ;). (18)
nk—o 1

For pure states we can rewrite

E,( %,w):H[%(H\/l—cq\vngf)] (19)

where H(x)=—x log x—(1-x) log(1-x) is the binary entropy function
and C(I'¥),,) is “concurrence” defined by C(¥),,) =], (¥ ¥, |
with |¥),, =o|¥), . The above expression is valid for mixed states

of two qubit systems as well [12]. For mixed states of qubits one may
also define an expression for the entanglement of formation [9,12,13].
It is defined as the average entanglement of the pure states of a
decomposition £= 22 |¥).¥,| of the density operator p, minimized
over all decompositions [9].

E,(p)=min Y p.E, (). (20)

In general, it is difficult to find the exact amount of entanglement
of formation except for special cases. However, there is a lower bound
which is expressed in terms of a quantity called “fully entangled
fraction”, which we denote by f<p> and is defined as

Sf(p)=max{e|p|e), 21

where the maximum is over all completely entangled states |e) . A
lower bound on the entanglement of formation is [9]

E,(p)2 1 (p)], (22)

where

HE =11 (£23)

(<3 (23)

hLf(p)]=40 B

Usually in order to construct entangled states one writes
superpositions of orthogonal states. For instance the standard Bell
basis uses states like |J) and |«<>), and of course its properties are
well known. Our concern here is what kind of properties appear if we
have superpositions of non-orthogonal states. In the following, I will
clarify properties of entangled states of non-orthogonal states such as
coherent states based on the above basic theory.

Entanglement of orthogonal states

Let us assume that two states |+>,|—> are orthogonal each other
such as <+|—>=0. One can form the following entangled states so called
Bell state.
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Entangled state of non-orthogonal states

Let us consider entangled states based on two non-orthogonal
states |w,) and |¥,) such that (y,|y,)=x where k is real. We can
define a set of 4 entangled states as follows [7]:

YD = WAwD, Wa)s+ 12D, 1W1)5)
W) = WU W)= 1204 1W0s) (25)
W = BUvo vtV [Wa)s)
‘lP4>AB = h4(‘l//1>4|(//1>3_"//2>/4‘Wz)[;)

where {h} are normalization constants: A =h =1/2(1 +K%),
ho=h,=1/ \/m . We call these states “quasi-Bell states”. They
are not orthogonal each other. In fact, for « real their Gram matrix
G, =1, (¥, |'¥,),,,| becomes

D

(26)

0
0
G= 0
1

0
1
0
0

o g o ~
(=)

where D=2k/(1+k2). If the basic states are orthogonal (k=0), then
these states reduce to standard Bell states. Let us discuss the entropy
of entanglement for the above states. We first calculate the reduced
density operators of the quasi-Bell states. They are p,”=p,” and
p,% =p," with

@ —

Pa {lw) v | (27)

2(1+ &%)
+K W) W [+ W) |+ W) v

@ _ 1
P = 5y v (28)

=KW W =K W)y [+ ) v, )

The eigenvalues of the above density operators 0, (or p,*) are
given in terms of the Gram matrix elements G, as follows,

2 _1+G, _ (1+x) (29)
" 2 2(1+x?)’

_1-G, _ (-«
Ao 2 2(1+x%)°

and for o, (or £, ) we have
4G, 1 _1-G, 1 (30)
A'I/Z 2 2 > /12/2 2 2 '

Hence, the entropy of entanglement is

E(Y) )= E(Y;) ) (31)

__ 4D, 14D 1-D  1-D

R |

0,
2g2 2g2

s

and

Page 3 of 10
1 E(|Y =E(|Y¥Y =1, 32
¥ = 2000 ) (¥2)10) = EQ¥)as) (32)
1 Because G,,=D, and G,,=0. Thus |'¥,) ;s and |'¥,),; are maximally
') s 5(\ al =141 48) entangled, even though the entangled states consist of non-orthogonal
| (24) states in each subsystem. So, these states are called H-state:
‘\P3>AH = +>A |+>B+|_>A |_>5) _ _
2 |\P2>AB 7|H1>7h2(|l//1>4‘W2>3_|W2>/1|‘//1>3)
1
¥ = S0 14)=1704128) P = HY = h(w) s 1= wa) s 1)) (33)

These results are true for arbitrary non-orthogonal states with
Wi lv,) = (w,|w,) = x and do not depend on the physical dimension
of the systems.

Quasi-Bell states based on bosonic coherent states

Let us consider two coherent states of a bosonic mode {|a),|-a)},
e.g., let o be the coherent amplitude of a light field. Using previous
notation, we have x ={(a|-a)=exp{-2|a}.

Tombesi et al. [15]and Sanders [16] discussed properties of the
following entangled state:

V)5 =h( @) | BYs+17)416)5) (34)

where |a),|8).17),|6) are coherent states, and h is a normalization
constant. This is called entangled coherent state. Here we apply the
previous discussion to entangled coherent state. Then one can construct
the quasi Bell entangled coherent states as follows [7]:

‘\Pl(a)>AB = hl(‘a>A|_a>B+|_a>A|a>B)
Vo)), = h(a),l-a)—|-a)|a),)
V(@) = h(a)la)+]-a),|-a)y)
Vi@ = h(a),la),—|-a),|-a),)

(35)

Here we have that [¥,),; and |¥,),, provide one e-bit of
entanglement independent of a and these are H-state.

[V (@) 45 =1 H, >

['Vi(@)) s =1 Hy > (36)

On the other hand, |¥,(@)),; and |¥;(2)),; are maximally
entangled states only in the limit a->eo.

The average photon numbers of the reduced states of the quasi Bell
entangled coherent states read

(kxi) (1+x2)|a‘2_ (37)
(1+&%) (1-x%)

This is shown in the following way. The characteristic functions of
the quasi Bell entangled coherent states are given by

C(&m) =Tr|Y) (¥ | exp(Ea)) exp(=¢ a,)

xexp(nay)exp(—17 a,)]

xexp{~( & +|n[)/2} (38)
They can be calculated, with the result

CEmli=1,2)=

hexpi=(1 &1+ )/ 2} {exp(4, - B )a

+exp(—4, + B)a texp(4, - B,)a

(nf) =

lalf’, (nf)=

texp(—4, + B,)a} (39)
C(&nli=3,4)=
B2 exp{=(1 & +11 )/ 2} fexp(4, + B)e
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+exp(—4, — B))a texp(4, + B,)a

texp(=4, - B,)a} (40)

where 4, =(&-&),4,=(+&E),B =@~-n"),B,=@n+n"). The characteristic
functions are indeed not Gaussian.

Mixtures of quasi Bell entangled coherent states

We can construct a quasi-Werner mixed state based on quasi-Bell
states by

W=F|¥,) (¥, | (41)
1-F
+ 3 {‘LIJ]>AB<LI’| ‘+|\P3>AB<L}’3|+“{J4>/1R<\P4|}7

where OSF<L.If [W) 45, |Wo) s, [W3das 5 |'P,),, are Bell states, then the
above equation gives a standard Werner state [17]. It is known that the
fully entangled fraction of the Werner state is F, and the entanglement
of formation of the Werner state is given by

EH(W)zHGJ”/F[l—F]j. (42)

The fully entangled fraction of the quasi Werner state is analogously
given by

JSIW)= (Y, W Y,) = F, (43)

because the quasi Bell states are orthogonal to each other, except for the
pair of states |'¥,),; and |¥,),, , as one can see from the Gram matrix
G. However, the quasi Werner state and Werner state are completely
different states. In particular, the eigenvalues of quasi Werner states are
different from those of Werner states. The eigenvalues of the density
operator are given by those of the modified Gram matrix [18]. For the
quasi Werner state, the Gram matrix is

1 1
JA=F) 0 ~(-F)D 0

o F 0 0
G, = %(I—F)D 0 %(1—1:) 0 (44)
o 0 o %(I—F)

As a result, we have F, %(1 -F), %(1 +D)(1-F), %(1 -D)(1-F) as
the eigenvalues of the quasi Werner state.

Thus the lower bound of the entropy of formation of quasi Werner
state is the same as that of Werner state.

Application of entangled coherent state

After discovery of the complete entanglement of H-state, van Enk
and Hirota opened up applications [19] such as teleportation and
quantum repeater. Especially, serial works of van Enk stimulated an
investigation of entangled coherent state by Wang [20], and Jeong, et
al. [21].

Generation of Propagating Entangled Coherent State

Let us survey a generation of entangled coherent state which was
proposed by van Enk et al. [22]. Entangled state in propagating mode
is essential for applications which involve the above example. For a
propagating mode, the state | ) should be understood as a continuous
mode coherent state. In a simple one-dimensional picture one can
define creation and annihilation operators »'(w) and b(w) for each

mode frequency w. An eigenstate of the annihilation operator

b(@)| {&(@)}) = G() [{E(o)}) (45)

can alternatively be written as a single mode coherent state by
introducing a new mode operator by

¢, = [dog (@) b(@) (46)

with ¢(o)=a(w)/ _[daz |a@(o)’ . The state |{@(w)}) is an eigenstate of
c with eigenvalue « = J do|a(w) [, and this, with c properly defined,
is what we mean by a coherent state |@) from now on. Equivalently, we

may rewrite all of this in terms of time dependent functions, operators
and modes by introducing Fourier transforms

b(t) = %jdwb(w)exp(—iwt), (47)
T

40 == [do @)exp(-ion, (48)

¢, = [dtgy (¢ b(r) (49)

This way one can define independent modes by introducing a
complete orthogonal set of functions {¢(1)} satisfying

[deg ()5 ()= 5, (50)

D4 Ot =8@-1) (51)

Let us consider here the ideal version of a scheme to produce a
propagating entangled coherent state. Consider an optical Fabry-Perot
cavity with two identical mirrors characterized by a decay rate r. The
cavity mode is described by a single mode annihilation operator c(z) .
If that mode is weakly coupled to a single two level atom, and the cavity
is driven by two input fields 5,’(®) and b}, (@), a standard calculation
shows that the Fourier-transformed annihilation operator of the cavity
mode, c(w), is
Vr () (@) +52 (@)

c(w) =+ s
(wo-w)-r+g /(i(w-w,)-7/2)

(52)

Where w_ is the resonance frequency of the cavity, w, is the
resonance frequency of the atom, g is the coupling between atom and
cavity mode, and 7 is the spontaneous decay rate of the atom. The
output fields emanating from the cavity are, according to standard
input-output theory, determined by

b9 (@,) = b (@,) +re(w) (53)

out in

for k=1,2. For an atom far off-resonance with the cavity, or to be more
precise, when |wc —wA[|>>g¥/r, all light at w=w_will be transmitted:

B @) =00 (@), b2(@,)=-b1 (@) (54)

out out in

On the other hand, if the atomic resonance frequency is chosen such
that w,=w_ /2, and we are in the strong coupling regime where g*>>rt,
then the cavity resonance is shifted by so much that all light at w=w,
will be reflected:
bO(@)=b (@), bI(w)=b(@,) (55)

out out in

Now we consider an atom in an equal superposition (| g,)+|g,))/ V2
of two non-degenerate ground states, where there is a resonant
coupling from | g,) at the cavity frequency, while | g,) is off-resonant.
Given two coherent input fields |a), for k-1,2 ata frequency w=w, the
atom-cavity system will then enact the transformation

(gl g ay ey, >l gy -a) |—a),+|g) | a), ), (56)
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If one subsequently performs a measurement on the atom in the
|+)=(g)*|g,))/v2 basis, an entangled coherent state|¥,),, will

have been generated if the the outcome was |-). The probability to
get that measurement outcome is P :%(l—exp(—4\a ) which tends

to zero for o — 0. With a probability . =1-P one produces the state
| b 3> :

Another method is a generation based on cat state [19], and it was
demonstrated experimentally by Grangier’s group in 2009 [23]. Since
this issue is one of fundamental problems in quantum optics, results by
Grangier’s group should be appreciated.

On the other hand, superposition of macroscopic coherent state is
an important subject before that one discusses on entangled coherent
state. A generation method based on photon subtraction was proposed
in 1997 [24], and it was experimentally demonstrated by Grangier’s
group [25]. Furthermore, theoretical and experimental progress have
been given by NICT group [26] and Scully’s group [27].

Thus, subject of quantum states based on coherent state should be
focused for development of quantum optics and quantum information
science.

Main Theorems in Quantum Information Science

A role of quantum information science is to verify potential
applications of fundamental nature of quantum mechanics. To do so,
quantum communication theory was developed. In this section, I will
describe the fact that non-orthogonal states play a very important role
in such a theory.

Quantum detection theory for non-orthogonal states

Quantum detection theory makes clear the fundamental limit for
the discrimination among quantum states. Basically, if a set of quantum
states is non-orthogonal each other, no one can discriminate without
error. In the following, the formulations are shown.

Let us first describe the theory of quantum Bayes criterion.

Theorem: {Roman type} [7]

The quantum limitation (average error probability) for the
discrimination for two quantum states p, and p, is given by

R=2-Ippi-pp (57)
where p, and p, are a priori probabilities.

Let us generalize to M-ary case. That is, a set of quantum states is
given as {pi,i:1,2,3...M}. The criterion of quantum Beys strategy is as
follows:

rrgnZZéC Tl (58)
v J

where, nz{nj} is POVM(positive operator valued measure). As usual,

we define the risk operator as follows:
M

1

J
M M
F:ZIH/Wl =Z]W/H/ (60)
J= J=

In general, we consider Cjizl(i/:j), Cji:O (i=j). Then the criterion
becomes average error probability P,

ml_}nPL) =n1]1in(1—Z§,-TVP,n/) (61)

Theorem: {Holevo [28], Yuen [29]}

The optimum condition for M-ary quantum Bayes strategy with
respect to POVM is

W,-DI, =I1,W,-T)=0, Vj
IL,(W,-W)I, =0, Vi,j

W,-T20, Vj (62)
where
M
VV/ = Zlé:ic/’ipi
=
M M
C= W, =3, (63)

J=t J
where Cjizl(i:tj), Cji=0 (i=j).
In case of quantum minimax strategy, the criterion is given by

M
P, = r{rlljin - max {1 - ZQTV,QH/} (64)
i=1

ERA
Theorem: {Hirota - Ikehara [30]}

Let {£} and {n} be a priori probability and POVM, respectively.
Then we have
min - maxP, = max - minP, (65)

[ [T

Theorem: {Hirota — Ikehara [30]}

The optimum conditions for POVM is given by

TrpIl, =Trp 11, Vi, j

W, -DI,=11,W,-1)=0, Yj

0,00, - W), =0,  Vi,j

W, -T 20, Wi (66)

where Cjizl(i;tj), Cji:() (i=j).

Recently, the mathematical progress for quantum minimax theory
has been given by D’ Ariano et al. [31], Kato [32], Tanaka [33], and
Nakabhira et al. [34].

Classical capacity for quantum Gaussian channel

When Shannon mutual information is employed as a criterion
for evaluation of communication performance, collective quantum
measurement effect provides the following capacity formula for lossy
Gaussian noise channel, which can be realized by coherent state
signals or two-photon coherent state. This is quantum version of well
known Shannon-Wiener formula in classical Gaussian channel. In fact,
when S=<n>, it reduces to classical one. In addition, several features
on difference between quantum and classical of classical capacity for
several quantum channels were clarified by author’s group.

Theorem: {Holevo — Sohma - Hirota [35]}

The classical capacity for quantum lossy Gaussian noise channel is
given by
1

+Slog(l+—
)+ Slog( S+<n>)

. =log(1
Crusn = 1og( +1+<n>

—<n>log(:
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where S and <n> are received signal and noise photon number,
respectively.

Theorem: {Hirota [36], Guha [37]}

The secret capacity for physical cipher based on coherent state is

SB
Cos = s ~Coan =081+ =)+
B
| 1+ <S>B
5 B
§Mlog(l+ g =)= <> o)
I+ —
I+<n>
SE
7log(l+m) o

Quantum data compression
Theorem: {Schumacher [38]}

Let us assume an ensemble of non-orthogonal quantum states such
as {|y, >, p(i)} . Then the density operator is given by

p=2pW v, ><y,| (69)

P =p®p..Qp (70)

The message can be compressed to a Hilbert space with dimension

dimHS = n(H(p)+o(1) (71)
with negligible loss of fidelity when 5

No-cloning theorem
Theorem: {Wootters — Zurek [39]}

Let us assume that |y >,,|¢ >, are quantum states in two systems.
There is no unitary operator on #® H such that for all states |y >,

|¢>,
Uy >,8[¢>,) =" |y >, 8y >, (72)

where ic(¥,4) is a real number depending on |y >,,|g>, .

Applications of Non-orthogonal State to Quantum
Methodology

Quantum illumination

The model of the quantum illumination was given by Lloyd [40]
to improve the performance of the optical radar. One photon of an
entangled photon is transmitted to a target, and another photon is
retained in the receiver. The receiver operates joint measurement on
the received light and the retained photon. He showed that quantum
illumination scheme achieves an effective signal to background noise
ratio. In any case, single photon scheme is useless. So a scheme with
Gaussian states was proposed [41]. It employs an entangled signal and
idler mode pair obtained from cw SPDC (Spontaneous parametric
down-conversion). The output state is given as follows:

P
|'//>s1221 <n> +Sl)n+| [n>gln>, (73)
n s

Where <n>s is the average photon number per mode. The detection
problem is to discriminate a density operator p{) of mixture of signal
beam and background and £ of only background.

The optimum average error probability is given by applying
Helstrom receiver.

P=21-3/") (74)

i

. . . 1 2
where ) is the non-negative eigenvalues of o} — o .

Quantum reading

Formulation: The model of the quantum reading was proposed by
Pirandola based on the concept of quantum illumination [42]. “It is
to discriminate quantum states which are parametrized by reflection
target”. As an example, he examined the model for discrimination
of quantum states affected by the different reflections r, and r,. This
corresponds to the model of ASK(amplitude shift keying) scheme. If
reflection coefficients are , =1 and 7 <<I, it imposes great energy
loss effect. The typical systems in quantum information science suffer
the degradation from the energy loss effect. If one employs the non-
classical state in the above model, the loss effect has to be taken into
account.

On the other hand, PSK(phase shift keying) scheme to realize the
classical digital memory does not have a loss effect. We will employ
PSK scheme such that the memory on the classical disk consists of the
flat and concave which correspond to "0" and "1", respectively.

The difference of two schemes ASK and PSK is not important in the
case of classical state, but they make great difference in the case of non-
classical states. Thus, PSK scheme was introduced by Hirota [43]. This
model can be described by an unitary operator as follows:

U(8) = exp(-0a’‘a) (75)
where aand ' are the annihilation and creation operator in bosonic
system, respectively.

The reading method in the current PSK scheme is to illuminate the
laser light (coherent state) on a disk, and to read the phase difference
of returned light. That is, the signal states of light to discriminate are

la0)=1]a) (76)
la(1) =U(0)| ) (77)
where I is the identity operator.

Error free quantum reading [43]: Let us consider the detection
problem of the above model. Here we restrict the problem to the binary
detection. So detection targets are two quantum states. Since the phase
difference will be m, the problem is to read the phase shift n from the
steady state or input state.

The coherent states are prepared in the current classical disk
system, and the target signal model becomes as follows:

laO)=1]a)=a) (78)
la() =U@=n)|a)=|-a) (79)

If one employs the conventional homodyne receiver to discriminate
the above quantum states, the limitation is imposed by so called
quantum shot noise limit. So this is the standard quantum limit in the
modern information technology. If one employs the injection back
effect [44] to a laser diode to detect the phase delay of the reflection
from a disk as the conventional system, the sensitivity is inferior to a
homodyne receiver, though it is a typical scheme. However, in general,
one can enjoy the Helstrom bound to overcome the standard quantum
measurement which is achieved by a homodyne receiver.

Let us employ |¥,(a)),, (H, -state) as the light source and
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Helstrom receiver. The B mode is illuminated to a memory disk. The
reflection effect U, (8) operates on B mode, so the channel model is

405 =1, ®U, (1) (80)
Then, the target states become as follows:

[H) s =h(la) | a)y—1-a) | -a)y)

[Hy) 5 = Eaos(| @) | @) y=|—0) /| —0) )

= (@), |-a),~|-a),|a),) 81)

Thus, the input state |H,),, =|¥,),, is changed to |H,),, =[¥,) ;.
The inner product between the above two entangled coherent states in
quasi Bell state is

AB<H1 |H2>AB = 0 (82)

That is, the inner product becomes zero, and it is independent of
the energy of light source. This is a property of the quasi Bell state. To
check this special property, one can examine the different phase shift
as follows:

IKH, |1, ®U, @) H,)I>0 (83)
where 0=T.

Finally, let us employ the quantum optimum receiver for the
binary pure state of two modes. The ultimate detection performances
of systems with the coherent state and H-state are given, respectively,
as follows:

P.(Coherent) = %[1 —J1-4& Eexp(—4|a )]
P(H - state) = 0 (84)

Thus, one can see that the property of H-state provides an
attractive improvement, and this property can be obtained only by the
combination of H-state and the quantum optimum receiver. Although
there are many non-classical states, almost all is not changed from
the input state to the orthogonal state to the original input state just
by reflection. So we interpret that such an effectiveness of the H-state
comes from a special symmetry which is a feature of H-state.

On the other hand, different applications of entangled coherent
state are developed by Munro’s group [45].

Quantum ghost imaging

Quantum imaging is one of attractive applications of new physical
phenomena. Especially ghost imaging is a technology to synthesize
target image by means of certain correlation between signal beam and
reference beam. In original proposal [46] and experiment [47], an
entanglement light was employed in the system. By lively investigation,
it was clarified that ghost imaging does not represent a true quantum,
and that the function can be realized by semi-quantum or classical
resource. This fact is reasonable in the world of science and technology,
because any useful technologies in real world should be realized by
classical way, and these functions may be enhanced by quantum nature.
The important fact is that this function can be realized only at optical
field. In addition, a special feature of ghost imaging is to have immunity
against atmospheric turbulence. To analyze it, one can employ the
extended Huygens-Fresnel principle.

ik (L+lr'~r22L)

E(r0) = [E(rn =5 &y (85)

i2zL

where ¥(',7) is a complex valued random process due to turbulence.

Thus, based on Glauber’s coherence theory and the above formula,
unified theory has been presented by Erkmen and Shapiro [48], Hardy
and Shapiro [49]. The basic formula is given by following the average
cross correlation function.

<R(r,,)>= K [dr, [dx, [drh(t - 7)h(t - 7,)

x< EZ (G )E; (r,7,) ER(r;

ced ?

T)E(r,7,) > (86)

Their works give a great contribution towards a real development
of this technology. However, one can see easily the fact that their model
includes highly non-linear random process in which Volterra-Wiener
theory is applicable. Based on the above, a general design theory as
space-time quantum Wiener receiver theory has been developed by the
present author, and it will be reported in the subsequent paper.

Quantum Enigma Cipher

In this section, I will give a general framework of a physical cipher
as application of quantum detection theory and no cloning theorem for
non-orthogonal states.

Concept

The general network systems need to be protected from interception
by unauthorized parties. The most serious attack is “Cyber attack
against Layer-1 (physical layer such as optical communication line)”,
because technologies of coupler for tapping have been developed by
several institutes. In addition, there are many optical monitor ports for
network maintenance. In fact, physical layer of high speed data link is
a defenseless. To date, that protection has been provided by classical
encryption systems. However, such technologies cannot ensure the
provable security, and also the eavesdropper can obtain the correct
ciphertext: C of mathematical cipher for payload at Layer-2, and she
can store it in memory devices. Thus, we cannot rule out the possibility
that the cipher may be decrypted by future development of algorithm
and computer science.

The best way to protect high speed data is to physically randomize
signals as the ciphertext of a mathematical cipher. This is called physical
random cipher. The most important feature of this physical random
cipher is that the eavesdropper cannot get the correct ciphertext of
mathematical cipher, for example a stream cipher by PRNG (pseudo
random number generator), from communication lines, while the
legitimate user can get it and he can decrypt based on a knowledge of
secret key of PRNG.

First example was proposed by Yuen as “Keyed communication in
quantum noise(KCQ)”in 2000 [50]. In his scheme, the mathematical
cipher is used to select optical communication basis to transmit
binary bit data. So the optical signals correspond to ciphertext of
the mathematical cipher. Thus a modulation scheme becomes an
encryption box for electric data sequence. A legitimate user can get
the correct ciphertext, but an eavesdropper cannot get the correct
ciphertext, because she does not know which communication basis
is used and her received signals are randomized by large effect of
quantum noise due to mismatch in communication basis.

During 15 years, many prototype systems so called a/n or Y-00
protocol have been implemented and useful performances have been
demonstrated in real optical networks [51-54].

Definition of quantum enigma cipher

Quantum Enigma Cipher is a general scheme for physical random
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cipher, which may be a generalization of KCQ. Let us describe here the
ideal quantum enigma cipher system.

The quantum enigma cipher consists of an integration of
mathematical encryption box and physical randomization box. Here,
the physical randomization means that optical signals as the ciphertext
of a mathematical cipher are randomized by quantum noise when the
eavesdropper observes optical signals with coherent states or another
non-orthogonal state. Along with this concept, Quantum Enigma
Cipher allows a secure high speed data transmission by means of the
quantum noise randomization by a mathematical encryption box and
signal modulation systems. Thus, we will define the quantum enigma
cipher.

Definition Quantum Enigma Cipher is defined as a scheme which
has the following property [55-60]:

Optical signals correspond to ciphertext of a mathematical cipher.
The observation signals of legitimate’s receiver are error free with
a priori knowledge in communication systems. An eavesdropper’s
receiver suffer a serious error without a priori knowledge.

Examples of the implementation are as follows:

(a) Communication basis for transmission of data is scrambled by
PRNG with a secret key [50].

(b) Mapping scheme between data for communication system and
optical signal is scrambled by PRNG [61].

(c) Fusion of (a) and (b) [61]

(d) A priori probability for a set of coherent states is hidden as
secret key against eavesdropper [56].

(e) A difference of error performance between legitimate and
eavesdropper’s receiver is created by entanglement resource in
transmitter and receiver [59,62].

If the data for communication system is not encrypted by a
mathematical cipher, one has to employ (a),(b) and (c). If the data is
already encrypted by a mathematical cipher, one can employ one of

{(d), ()}

In any scheme, the quantum enigma cipher has a mathematical
encryption box and physical encryption box. The mathematical
encryption box has a secret key of the length |K | bits and PRNG
for expansion of the secret key. The physical encryption box has a
mechanism to create ciphertext as signal and it has a function to induces
an error when the eavesdropper’s receiver receives the ciphertext as
signal. Consequently different ciphertext sequences are observed in the
legitimate’s receiver and the eavesdropper’s receiver, respectively. A
requirement for the physical randomization is

P.(Eve)> P.(Bob)=0 (87)

This means that the error performance P, of the eavesdropper
becomes worse than that of the legitimate user, when they observe the
ciphertext as signal in communication lines.

Security analysis

In the investigation for the quantitative evaluation of information
theoretically secure scheme, Shannon mutual information, trace
distance (statistical distance), and Holevo quantity are not appropriate
as measure of security. In the following, I will give a guide for such a
purpose.

Model: Let us describe a standard symmetric key encryption. A
general symmetric key encryption a can be given by

a=([P,], Enc, Dec) (88)

where [P,] is key generation algorithm and it provides key sequence
K e K depending on the probability P,, Enc is an encryption algorithm
which generates ciphertext C=Enc(K,M) where M is plaintext, Dec is a
decryption algorithm which produces plaintext M = Dec(X,C) . In the
case of symmetric key cipher, the secret key is fixed.

When a cannot be decrypted by means of computational resource,
its security is evaluated by “Guessing probability” [58-60].

(i) Ciphertext only attack on data:
PG(M):YLI}EI&(P(M [C) (89)

(ii) Ciphertext only attack on key:
PG(K):r{)a%P(ch) (90)

On the other hand, when some plaintext M, and ciphertext
corresponding to them are known, it is called known plaintext attack.
It is easy to generalize the above formula as follows:

(iii) Known plaintext attack on data:
PG (M):maxP(Mlc,Mk) (91)
k MeM

(iv) Known plaintext attack on key:
Fy, (K)=maxP(K |C,M,) (92)
KeK

If one needs an average, then one can define average guessing
probability as follows:

P,(M)= 3 P(ComaxP(M | C) (93)

In order to apply the above concept to quantum enigma cipher,
one can employ the quantum detection theory for observation of
ciphertext, and easily modify the formula of guessing probability. These
are sometimes called maximum “a posteriori probability” guessing.

Evaluation of security: A mathematical encryption box produces
the ciphertext of length at most 2*' bits. Because the key length is |K |
bits, when the eavesdropper gets the known plaintext of the length
|K,| bits and ciphertext corresponding to them, she can pindown the
secret key by the Brute force attack (trying %! key candidates). That
is, the guessing probability is one. In addition, the sequence of the
ciphertext has certain correlation because of the structure of PRNG.
So the eavesdropper can investigate several mathematical algorithms
to estimate the secret key.

In the ideal quantum enigma cipher, the eavesdropper’s
observation of the cipertext as signal in communication lines suffers
error completely by quantum noise randomization, while the legitimate
user does not. So the legitimate user can decrypt with the secret key,
but the eavesdropper does not even if she gets the secret key after her
observation of ciphertext as signal.

Thus, the guessing probability is

K|

P(K)=2 (94)
even if she collects the ciphertext of 2! bits. This means an immunity
against the Brute force attack by computers. On the other hand, the
quantum no cloning theorem may protect a physical Brute force attack
by cloning whole quantum states, because a set of quantum states for

J Laser Opt Photonics
ISSN: 2469-410X JLOP, an open access journal

Volume 3 ¢ Issue 1+ 1000129



Citation: Hirota O (2016) Importance and Applications of Infinite Dimensional Non-Orthogonal Quantum State. J Laser Opt Photonics 3: 129.

doi:10.4172/2469-410X.1000129

Page 9 of 10

the quantum enigma cipher are designed by non-orthogonal state with
very close signal distance each other.

Recently, 1 Gbit/sec physical random cipher as a first generation

of quantum enigma cipher was demonstrated and Y-00 cipher of 100
Gbit/sec by wave length division multiplex was also demonstrated [54].

Conclusion

The contents of this paper was presented in the International

conference on Quantum Physics and Nuclear Engineering held in
London. However, I extended the contents based on historical flow on
development of quantum information science. From my survey paper,
it is expected that further applications of non-orthogonal states as
macroscopic quantum state are discovered.
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