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Electronic Health Record (EHR) can be defined as the electronic 
record that stores patient’s medical history information in a health 
record system, accessible and managed by both care providers and 
patients [1]. EHR has been in existence for over twenty (20) years now 
but its use has been restricted to few healthcare institutions due to 
high implementation cost and an unknown return on investment. The 
benefits of electronic health records (EHR) far outweighs that of paper 
records and thus makes it the obvious option for storing patient records. 
The high cost of EHRs and the little financial rewards are mentioned as 
the leading obstacle to adoption [2,3].

The issue of security and privacy of the EHR makes it unacceptable 
to patients. Centralised and distributed databases introduce the 
possibility to access large volumes of patient information in a short 
period. This also increases the chance of an unauthorised person 
accessing patient records easily. Acceptance of EHR solely depends on 
easy implementation, good security infrastructure and privacy settings. 

As healthcare remains one of the most important and expensive 
sectors in any community, many technologies have emerged and 
been funded by governments and healthcare institutions to improve 
healthcare delivery outcomes. But EHR integration (the process 
of patient information sharing among healthcare providers and 
exchanging them over the internet with other healthcare providers) 
remains a challenge and a serious concern since it is exposed to theft, 
security violation, and standardisation difficulties [4].

Cloud computing technology is considered to be the new, most 
interesting and comprehensive solution in the information technology 
world. Its main objective is to leverage internet or intranet for users to 
share resources [5]. Cloud computing is a cost effective, automatically 
scalable, multitenant and securable platform that is managed by the 
CSP. NIST defines cloud computing as a model for enabling convenient, 
on-demand network access, to a shared pool of configurable computing 
resources, (e.g., networks, servers, storage, applications, and services) 
that can be rapidly provisioned and released with minimal management 
effort or service provider interaction [6]. Cloud computing has four 
deployment models which are public, private, community and hybrid 
clouds.

A cloud computing present various benefits that makes the 
implementation EHR simple and easily accessible to all stakeholders. 
The definition of cloud computing make its importance clear as it seeks 
to present the benefits that goes with the uptake of the cloud network. 
The challenge with the cloud network since its inception has been its 
security infrastructure and how EHR will be secured from unauthorised 
users. The security of the EHR in the cloud settings is crucial since the 
cloud benefits also open it up for easy attack by hackers and crackers. It 
is therefore important to make the EHR at rest and in transition secured 
from all attacks in the cloud environment.

The upsurge of cloud computing opens a new chapter for healthcare 
delivery. The cloud computing model of network is based on the idea 
of subcontracting corporate information technology (IT) setup to 
other service providers, a distributed group of computer storage and 
computing network resources and facilities which becomes available 
quickly and on request. Benefits of cloud computing include easy and 

active resource provisioning, simple and automatic management of IT 
setups and the distribution of almost limitless CPU, storage space and 
bandwidth due to resource virtualisation, with upward enhancements 
and great cost discounts with respect to setup administration. 

Several solutions can be developed to overcome the security 
concerns associated with EHR and cloud computing systems. However, 
progress to date has not been sufficient to meet the security requirements 
of a federated healthcare environment (cloud computing) [7]. Most of 
the information security models developed so far have been designed 
to satisfy healthcare security requirements in a controlled environment, 
such as the EHR database maintained within a hospital [8]. Current 
studies [8] focussed on encrypting and decrypting health records in 
a controlled environment without considering how encryption and 
decryption keys can be distributed in the cloud. Traditional access 
control mechanisms (Discretionary Access Control, Mandatory Access 
Control, Role-based Access Control and Task-based Access Control) 
have not been able to significantly secure health records in the cloud 
since each of them has a shortcoming that must be resolved to make it 
more robust to avoid unauthorised access and use.

It is important that researchers focussed their attention on what 
is termed advanced attribute-based access control and encryption 
in the cloud environment. This looks at innovative ways of sharing 
cryptographic keys in the cloud to unknown users of the EHR. It also 
focuses on advanced method of granting access to unknown users of the 
EHR in the cloud environment. This advanced attribute-based access 
control and encryption will lead to fine-grained security architecture 
for the EHR in the cloud computing environment. Until these security 
and privacy requirements are met, it will be unsuitable to implement 
EHR in the cloud computing environment.
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