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Abstract
Development of new technologies for Biological Warfare Agents (BWA) stand-off detection implies several 

safeties, logistic and economic drawbacks that involve production of different highly virulent bacteria and viruses, 
their isolation and characterization under adequate bio-containment and sample preparation for each agent to 
evaluate the testing method. In order to overcome these difficulties most of the research activities and tests reported 
so far, are performed using simulants: Biological Agents (BA) which are phylogenetically or structurally related to 
BWA. The use of the simulants (BWA-S) show, however, some limitations: they can share some of the properties of 
the biological warfare agents but have different antigens, proteome and genome. In this work, different BWA-S was 
evaluated for the application in the development and training of stand-off detection systems. This study is the basis 
for the use of simulants in the development of an Ultraviolet Laser Induced Fluorescence (UV-LIF) based detection 
systems.
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Introduction 
The 2001 anthrax attacks in USA spread the fear of a bioterrorist 

attack worldwide. Since then, letters with suspicious powder are a 
regular phenomenon all over the world [1]. The real threat of a large-
scale biological attack gets the defense against bioweapons not only 
a national security issue but also a public health priority [2]. The 
hypothetical use of Biological Warfare Agents (BWAs) represents a 
severe concern in both military and civilian frameworks, since the lack 
of quick and effective tools for warning and detection of a biological 
attack could cause a high-potential impact [3,4]. 

Comparing with other non-conventional offensive agents, as 
chemical or radiological weapons, BWAs show a high lethality and 
the ability (with the exception of toxins) to multiply in the host and 
to spread among the population. After their release, some BWAs can 
remain viable in the environment for a significant period, determining 
a continuous risk [5]. Therefore, the control of biological threats 
is extremely difficult. In addition, if compared with other non-
conventional weapons, BWAs have a paltry production cost. Several 
biological agents can be used as weapons; for this reason and for the 
different dissemination ways into the environment and among people, 
biodefense is extremely complex [6].

Stand-off detection and warning of BWA release represent the 
main goal to be achieved in order to reduce the biological threat and 
the risk for population [7]. In contrast to the point detection systems, 
which requires close proximity to the samples that need to be analyzed, 
the stand-off detection systems allows to analyze samples remotely, 
thus making possible an early identification of the contamination 
source. Preliminary studies carried out using UV-LIF technique show 
promising results for the detection and discrimination of biological 
particles [8], thanks to the presence of endogenous fluorophores (the 
amino acids Tryptophan and Tyrosine, the cofactor Nicotinamide 

Adenine Dinucleotide–NADH, riboflavines, dipicolinic acid), which 
are able to emit fluorescence when excited at specific wavelengths 
in the UV range. Many projects were carried out with the main aim 
to perform stand-off revelation of biological agents through optical 
techniques (e.g. photoluminescence), but limited attention was paid on 
biosimulants [3].

To date, several technologies for the detection of biological 
agents, based on photoluminescence, were developed, for the most 
part capable of point detection [9,10]. Therefore, it is of primary 
importance to develop tools for the detection biological agents released 
at a distance, distinguishing from the environmental background 
[11]. The use of non-pathogenic microorganisms or molecules as 
simulants of Biological Warfare Agents (BWA-S) is essential in the 
initial phase of detection methodologies development. In this paper 
three main categories of BWA-S were analyzed: 1) Bovine Serum 
Albumin (BSA) and Ovalbumin (OVA), which simulate protein toxins; 
2) Bacillus subtilis (BS) and Bacillus thuringensis (BT) spores, which
simulate hazardous bacterial spores (e.g. Bacillus anthracis spores); 
3) Escherichia coli and the vegetative form of Bacillus subtilis which
simulate Gram-negative and Gram-positive bacteria, respectively. 
Simulants of viruses (i.e. variola virus or Viral Hemorrhagic Fevers 
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(VHF) agents), although important, were not discussed in this paper. 
Before investigating the preparation of different samples, in fact, that 
require different techniques of culture and preparation, a preliminary 
analysis of some easily obtainable spectra was considered useful to the 
adaptation and the training of the neural network. 

BWA Simulants for the Development of Stand-Off 
Detection Systems 

A large number of pathogens causes diseases in humans, however 
only few of them have the features to be used as bioweapons [4,6,12]. 
Offensive use of biological agents, or their toxins, is prohibited by 
several international conventions, which do not seem, however, to have 
tarnished the war policy of many states that publicly, or more often in 
secrecy, continue to study and produce BWA [13-15].

To be effective as bioweapon, a biological agent should possess 
several features, including high lethality, communicability, fast and 
predictable action, ability to survive in the environment as long as 
it encounters its host and resistance to destruction with air, water 
and food purification methods. In addition, a suitable biological 
agent should be susceptible to treatments or vaccines which are only 
available to who perform the attack and not accessible to the victims 
[16]. Moreover, to be used as a weapon, biological agents should be 
produced on a large scale, able to disseminate itself in efficient manner 
and to produce a strong public impact [17]. Modern bioengineering 
and molecular biology techniques can potentially allow achieving 
these objectives, for example creating antibiotic-resistant strains of 
anthrax, reducing the time of incubation of smallpox or combining 
agents such as Ebolavirus and anthrax in order to develop new diseases. 
Furthermore, it is believed that the interest of some organizations is 
turning on genetically altering agents [18,19].

Among a large number of pathogenic biological agents, the 
American Centers for Diseases Control and Prevention (CDC), [20] 

together with military, intelligence, medical and public health agencies, 
classifies the most important bioterrorism agents into three categories 
(Table 1):

a) Category A: agents that can be easily disseminated or transmitted 
from person to person. They result in high mortality rates and have 
the potential for major public health impact. They might cause public 
panic and social disruption, and require special action for public health 
preparedness.

b) Category B: agents that is moderately easy to disseminate. They 
result in moderate morbidity rates and low mortality, and require 
specific enhanced diagnostic capacity and disease surveillance.

c) Category C: emerging agents that could be engineered for mass 
dissemination in the future because of their availability. They are 
easy to produce and disseminate. They are potentially linked to high 
morbidity and mortality rates, and major health impact.

In every research addressed to develop new stand-off revelation 
systems, the employment of pathogens included in the previously 
mentioned Category A as B. anthracis, C. botulinum, Y. pestis 
and F. tularensis and other harmful bacteria is an extremely 
hazardous operation. To solve the problems connected to isolation, 
characterization and preparation of these pathogens, researchers 
resort to simulants (BWA-S). A BWA-S is a harmless biological agent 
which mimics the physical and structural properties of a real BWA, 
without causing any adverse health effects. However, it is important 
to consider that the use of the simulants show some critical points. In 
fact, if on one hand they are related to BWA and share many of their 
morphological characteristics, on the other hand, they are genetically 
and immunologically different.

Bacterial BWA and BWA-S

Fermentation, decomposition of organic substances, and 

Category Origin Agents Main Characteristics Diseases

A

Bacterial

Bacillus anthracis Gram +; spore forming Anthrax
Clostridium botulinum toxins Gram +; spore forming; toxins Botulism

Yersinia pestis Gram - Plague
Francisella tularensis Gram - Tularemia

Viral
Variola major dsDNA genome; Smallpox
Filoviruses ss(-)RNA genome Viral hemorrhagic fevers

Arenaviruses segmented ss(-)RNA genome  

B

Bacterial

Brucella spp. Gram - Brucellosis
Clostridium perfringens Gram +; spore forming; toxins Epsilon toxin

Salmonella spp. Gram - Food safety threats
E. coli O157:H7 Gram -  

Shigella Gram -  
Vibrio cholerae Gram - Water safety threats

Burkholderia mallei Gram - Glanders
Burkholderia pseudomallei Gram - Melioidosis

Coxiella burnetii Gram - Q fever
Chlamydia psittaci Gram - Psittacosis

Staphylococcus spp. Gram +; toxins Food poisoning by Staphylococcal 
enterotoxin B

Rickettsia prowazekii Gram - Typhus fever
Protozoa Cryptosporidium parvum sporulated oocysts production Water safety threats
Viral Alphaviruses ss(+)RNA genome Viral encephalitis
Plant Ricinus communis Toxins Ricin poisoning by ricin toxin

C Viral
Nipahvirus ss(-)RNA genome

Emerging infectious diseases
Hantavirus ss(-)RNA genome

Table 1: Biological agents suitable as bioweapons [20]. Main characteristics and the caused diseases are also reported. 
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production of antibiotics or vaccines useful for health are some 
of the many processes performed by bacteria, which make them 
essential for the whole biosphere balance. However, their potential 
use as bioweapons represents a real concern of the modern society, 
involving scientific world and public opinion. Both Gram-negative 
and Gram-positive bacteria species have been used in the past or can 
be potentially used in future for bioterrorist purposes. The differences 
in the morphology of the Gram-positive and Gram-negative bacteria 
are summarized in Figure 1. Gram-negative pathogens that could 
be weaponized by terrorists include, among other, Y. pestis and F. 
tularensis. Y. pestis, the etiological agent of plague, is a rod-shaped 
coccobacillus, belonging to the family of Enterobacteriaceae [21]. The 
disease may occur in three different forms: -pneumonic, septicemic, 
and bubonic plague and can spread through vectors (e.g. infected flies) 
or aerosol. Symptoms persist for 1 to 6 days, and usually led to a fatal 
outcome; lethality rate is low (5-10%) after treatment, while it increases 
in untreated patients ranging from 30-75% for bubonic plague to 95% 
for pneumonic form. Due to its high transmissibility rate, tests with 
Y. pestis represent a serious risk for operators, resulting in the need 
for non-pathogenic biological agents to be used for its detection. F. 
tularensis is a non-motile, non-spore-forming, strict aerobe bacterium. 
It is the etiological agent of tularemia, whose pneumonic form is often 
lethal if untreated [22]. F. tularensis is a very virulent and dangerous 
pathogen, owing to its low infective dose that implies high virulence, 
and the possibility to be easily disseminated by aerosol. Species of 
Enterobacteriaceae family may be used as potential Gram-negative 
bacteria simulants, in order to reduce the riskiness connected to the use 
of the real bioterrorist threats. Among these, Pantoea agglomerans, also 
known as Erwinia herbicola, is considered an appropriate simulant. E. 
herbicola is a rod-shaped, non-pathogenic, Gram-negative facultative 
anaerobe, widespread in nature as an epiphyte on many plants [23]. 
However, the use of E. herbicola as a simulant is limited by two main 
factors: firstly, its antigenicity is not appropriate as a backup for other 
detection methods used; secondly, its low resistance when aerosolized 
makes this organism not suitable aerosolized to mimic an airborne 
bioweapon [24]. E. herbicola disadvantages for being a good simulant 
have moved the attention on non-pathogenic strains of E. coli, a Gram-
negative, facultative anaerobic, rod-shaped and non-spore forming 
bacterium. Nevertheless, E. coli cells can survive for only a brief period 
outside the host. 

Gram-positive bacteria that may be used in bioterrorist actions 
are, among other, B. anthracis and C. botulinum [4]. Peculiarity of 
Gram-positive bacteria is the spores production (see next section). The 

vegetative form of B. subtilis is actually considered as a good simulant of 
such bacteria. Like B. anthracis, this microorganism is Gram-positive, 
rod-shaped and may forms a protective endospore, which allows him to 
survive in extreme environmental conditions. No risks for laboratory 
personnel have been identified from the use of B. subtilis. Moreover, 
since it is a naturally-occurring bacterium, release of its spores in the 
air will not cause any environmental impact. 

Bacterial spore BWA and BWA-S

The ability of some bacteria to form spores, has allowed an 
adaptation to survive in extreme conditions. Typical Gram-positive 
originated spores share a common organization, consisting of three 
substructures: the core, the cortex and the coat (Figure 2). The core is 
located at the centre of the spore, and harbours DNA and small acid 
soluble proteins. The cortex is a layer of peptidoglycan, which plays 
a role in maintaining the core in a dehydrated state. In addition, this 
structure is essential to protect the spore from high temperature. 
Externally, spores are protected by a morphologically complex 
protein coat, which has been considered important in germination 
and in conferring spore resistance to heat and chemical agents [25]. 
In some species, such as B. subtilis, the coat represents the outermost 
detectable layer of spores, whereas other Bacillus species, like B. 
anthracis and B. thuringiensis show an additional external structure, 
called exosporium [26], which plays a role in protection of the spore 
and in its environmental interactions [27]. The spores could be spread 
into powders, sprays, food, and water [2,28], without being perceived 
by human senses. When the spore encounters nutrients (e.g. into the 
human body), it breaks dormancy and turns them into active growing 
cell. In this way, the bacteria can multiply themselves, producing toxins 
and causing severe diseases and death if it is pathogen [29]. 

Spores of non-pathogenic Bacillus species can be used as simulants 
of B. anthracis spores in pursuing counter strategies [26], avoiding 
unnecessary exposure to pathogens and potential risks for health of 
researchers [30]. B. anthracis is considered a major potential biological 
threat as bioweapon [31-33]; it is a Gram-positive, rod shaped 
bacterium. Its virulence and lethality is determined by two important 
factors: the presence of an anti-phagocytic polysaccharide capsule that 
allows it to escape host’s immune response, and the production of 
the anthrax toxin, mainly cytotoxic to macrophages [34]. B. anthracis 

Figure 1: (A) Gram-positive and (B) Gram-negative bacteria. Gram-positive (A) 
bacteria show from the outer to the inner: a) surface proteins; b) capsule; c) cell 
wall; d) cytoplasmic membrane; e) cytoplasm with nuclear material intersperse. 
Gram-negative (B) bacteria show from the outer to the inner: a) capsule; b) 
outer membrane; c) cell wall; d) cytoplasmic membrane; e) cytoplasm with 
nuclear material intersperse.

Figure 2: Bacterial spore structure. From the inner to the outer: a) nuclear 
material and b) inner membrane constitute the core of the spore; c) cortex 
protect the spore from high temperature and maintain the core in a dehydrated 
state; an d) outer membrane divide the cortex from the e) protein coat, which 
is involved in germination and in conferring spore resistance to heat and 
chemical agents. Exosporium, a facultative external structure present only in 
some bacterial spores, plays a role in the protection of the spore and in its 
environmental interactions.
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may persist in the environment for many years, due to its aptitude to 
form spores. In fact, whereas vegetative Bacillus cells do not survive 
in adverse environmental conditions, the spores are resistant to 
chemical agents, drying, temperature variations, pressure, extreme 
pH, radiations [5,32,35,36] and high vacuum, allowing B. anthracis 
to survive for decades and perhaps much longer [8]. Because of their 
strong resistance, as well as the easy availability in nature or production 
in a microbiology laboratory, B. anthracis spores are easily suitable to 
be used as biological weapons [29].

B. atrophaeus subsp. globigii, closely related to B. subtilis but 
phylogenetically distinct from it, has been used for many years as a 
simulant of B. anthracis. It was one of the bacteria used during the 
“Project 112” (1962-1973) by USA army as a simulant of anthrax. 
However, following studies have shown that, B. atrophaeus subsp. 
globigii shares many features with B. anthracis, for example a similar 
morphology of vegetative cells. Nevertheless, it shows different 
thermal properties [26], which decrease its utility as a simulant for B. 
anthracis. Due to these limitations, several research groups assessed the 
suitability of another simulant for B. anthracis: Bacillus thuringiensis, a 
spore-forming bacterium living in the soil. In nature, once ingested, it 
releases the δ-endotoxin (or Cry protein) which is harmless for human 
health but widely implied in insecticidal activities, by damaging cell 
membranes of target organisms, and, consequently, leading to cell lysis 
and eventually to cell death. Its similarities with both vegetative cells 
and spores of B. anthracis, make this bacterium a good simulant of such 
pathogen. 

Protein Toxin BWA and BWA-S 

Several diseases, mainly bacterial, are toxins mediated. Although 
toxins are considered biological agents, they are not living organisms, 
but small molecules produced by them [2], and secreted outside the cell 
(exotoxins, of protein nature) or closely connected to it (endotoxins, 
or lipopolysaccharidic toxins). For this reason, conversely to other 
biological agents, toxins cannot multiply in a host organism and harm 
solely the population exposed [31]. In diseases caused by toxigenic 
bacterial species, toxins play a key role and strains unable to produce 
them are avirulent. Besides bacteria, many other organisms like, 
animals, plants and fungi, are able to produce toxins; one of particular 
interest in the field of bioweapons is ricin, extracted by Ricinus 
communis. Toxins can be compared to poisonous substances. When 
they penetrate in a host, they cause a disease also without a vector 
(bacteria or other living organism). For this reason, toxins as ricin, 
botulinum toxin, or staphylococcal enterotoxins can represent a very 
dangerous threat, and in some cases even a small amount of molecule 
can be lethal. 

Among the more hazardous toxins for humans, the one produced 
by C. botulinum bacterial strains includes the most powerful poison 
known so far. At present, seven different bacterial strains are 
recognized as toxin producer; they synthesize seven serologically 
distinct neurotropic toxins, designated by the letters A through G 
[37]. Each strain produces only one kind of toxin. The most relevant 
types for human health are A (Figure 3), B, E, and F, whereas G is rare 
and occasionally described in humans. C and D are the most toxic for 
animals [38]. All forms of botulism may be fatal and are considered 
medical emergencies [39], which require immediate intervention to 
prevent additional cases in order to limit its impact on public health. 
Mortality is proportional to the amount of toxin ingested or inhaled, 
and consistent with toxins affinity towards nervous tissue, which 
decreases from A to E and to B. Once dispersed, a single gram of 
crystalline botulism neurotoxin would kill more than 1 million people, 

owing to inhalation [40]. Development and use of C. botulinum toxin 
as bioweapon started at least 70 years ago [41]. The Japanese biological 
warfare group, Unit 731, formally intended for water purification, was 
committed to studying and testing chemical and biological weapons, 
thus violating the Geneva Protocol, which Japan subscribed in 1925. 
General Ishii Shiro, expert bacteriologist and head of the group, 
admitted to administering cultures di C. botulinum to prisoners with 
lethal effect during the occupation of Manchuria, which began in the 
1930s. These practices had a dual purpose: the experimentation of 
bioweapons to be used against enemies, and testing new therapeutic 
strategies on prisoners exposed to contagion in order to cure sick and 
wounded Japanese soldiers in a more effective way [42]. 

More recent events involving C. botulinum toxin use lead us 
in 1990s, after the Persian Gulf War, when Iraq admitted to an UN 
inspection group to having produced 19000 liters of concentrated toxin 
A, and loaded almost an half of which into military weapons [43,44]. 
The total amount of botulin produced constitutes approximately 3 
times that needed to kill the whole human population by inhalation 
[40].

To study the release of protein toxins and adequate detection 
systems, Bovine Serum Albumin (Figure 4A) and Ovalbumin 

Figure 3: Clostridium botulinum toxin, type A. In red α-helix and in light blue 
β-sheets secondary protein organization is shown. (PDB 3BTA) [46].

Figure 4: Bovin Serum Albumin (A) and Ovalbumin (B). α-helix and β-sheets 
secondary protein organization are shown. (A, PDB 3V03) [47]; B, PDB 1OVA [48].
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(Figure 4B), which show the same aminoacids acting as endogenous 
fluorophores, are considered suitable simulants that let operators work 
in safety conditions [45] and that would be useful in bioterrorist attack 
response for recognizing the real BWA distinguishing it from the 
environmental background.

Conclusions
Letters with anthrax sent by post to press and government 

personalities demonstrated that biological threat had become a reality 
which countries had to come to terms with. Although sporadic, the 
intentional use of biological agents with offensive purposes gives 
rise to general concern, resulting in an impact that goes beyond the 
number of casualties. Scientific and technological progress, have led 
to the construction of innovative and ever more sophisticated tools, 
bioterrorism attacks may be likely more effective than in the past. 
Great attention must be paid towards relatively unknown pathogens, 
and those emerging from bioengineering manipulation and modern 
molecular biology techniques [1]. For biodefence, it is crucial to develop 
and to improve new detection technologies. In order to develop stand-
off detection systems, it is essential to implement the training of neural 
networks through the use of simulants that reflect real BWA.

The perfect simulant, suitable for the training of neural networks, 
should be morphologically similar to the BWA, sharing size, shape and 
inner structures, such as natural fluorophores and, finally its suitability 
requires non-hazardousness [30]. 
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